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Attack Against 103.1.213.13/32

Starting: 18 June 2025 22:44:19 UTC Total Attack Data: 192 GB

133.05 Million Packets
Finishing: 18 June 2025 22:45:26 UTC Peak Attack Size: 34.671 Gbps

3.01 Mpps

DEFINITIONS
® Gb - Quantity of data in gigabytes. ® Gbps - Bitrate of data in gigabits per second.
® Mp - Quantity of million packets. ® Mpps - Packet-rate of data in million packets per second.

® Peak - Largest value over the attack. = ® Total - Sum of all values during the attack.

When evaluating charts, it is important to note that anything less than 1% will be moved into the 'Other’
category for readability. It is also worth noting that values are also rounded to the second decimal place. When

a value is less than 0.01% or greater than 99.99% it will be marked as < 0.01% and > 99.99% respectively.

ATTACK TIMELINE

This is a full overview of the traffic as it was seen by our mitigation appliances.
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SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

Sydney (25.05%) Frankfurt (11.77%) Sydney (25.21%)

Tokyo (8.71%)

Frankfurt (11.62%)
Tokyo (9.57%)

Other (5.50)

Milan (1.29%)
Paris (1.65%)
Marseilles (2.04%)
Miami (2.30%)
Madrid (3.13%)
Chicago (3.24%)
New York (3.60%)
London (4.05%)

Other (5.54)

Milan (1.27%)

Paris (1.62%)

Marseilles (2.01%)

Miami (2.27%) )

Madrid (3.08%) Singapore (9.22%)
Chicago (3.21%) Dallas (6.88%)
New York (3.55%) Los Angeles (6.07%)
London (3.99%) Hong Kong (5.32%)

3

i

Singapore (9.14%)
Dallas (6.78%)

Los Angeles (6.00%)
Hong Kong (5.28%)

A

Packet Volume Gigabytes

Sydney 25.05% 33.33 Sydney 25.21% 48.52
Frankfurt 11.62% 15.47 Frankfurt 11.77% 22.65
Tokyo 9.57% 12.73 Singapore 9.22% 17.75
Singapore 9.14% 12.15 Tokyo 8.71% 16.77
Dallas 6.78% 9.02 Dallas 6.88% 13.24
Los Angeles 6.00% 7.99 Los Angeles 6.07% 11.69
Hong Kong 5.28% 7.03 Hong Kong 5.32% 10.25
London 3.99% 5.31 London 4.05% 7.79
New York 3.55% 4.72 New York 3.60% 6.93
Chicago 3.21% 4.28 Chicago 3.24% 6.24
Madrid 3.08% 410 Madrid 3.13% 6.02
Miami 2.27% 3.02 Miami 2.30% 4.44
Marseilles 2.01% 2.68 Marseilles 2.04% 3.93
Paris 1.62% 2.16 Paris 1.65% 3.17
Milan 1.27% 1.70 Milan 1.29% 2.49

Other 5.54% 7.36 Other 5.50% 10.58
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AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

AS9477 (8.87%) AS10707 (10.01%) AS9477 (8.96%) AS10707 (10.14%)
AS13925 (3.27%) AsS18149 (11. 19/) AS13925 (3.30%) AS18149 (11.34%)
AS11653 (2.83%) AS11653 (2.87 /o)

AS12144 (2.03%) AS12144 (2.06%)
AS7696 (1.90%) AS7696 (1.92 /o)
AS12813 (1.78 /o)
AS10597 (1.69%)
AS23989 (1.57%)
AS10797 (1.43%)
AS12395 (1.33%)
\ AS13021 (1.24%) \ \

AS12813 (1.76%)
AS10597 (1.66%)
AS23989 (1.56%)
AS10797 (1.41%)
AS12395 (1.33%)
AS13021 (1.22%)
AS13213 (1.22%)

JJJJ

/

\ AS13213 (1.24%)
AS15109 (1.22%) Other (48.53) AS15109 (1.24%) Other (47.90)

Packet Volume Gigabytes

AS18149 11.19% 14.89 AS18149 11.34% 21.83
AS10707 10.01% 13.32 AS10707 10.14% 19.52
AS9477 8.87% 11.80 AS9477 8.96% 17.25
AS13925 3.27% 435 AS13925 3.30% 6.35
AS11653 2.83% 3.76 AS11653 2.87% 5.52
AS12144 2.03% 2.70 AS12144 2.06% 3.97
AS7696 1.90% 2.53 AS7696 1.92% 3.70
AS12813 1.76% 2.33 AS12813 1.78% 3.43
AS10597 1.66% 2.21 AS10597 1.69% 3.25
AS23989 1.56% 2.07 AS23989 1.57% 3.02
AS10797 1.41% 1.87 AS10797 1.43% 2.75
AS12395 1.33% 1.77 AS12395 1.33% 2.56
AS13021 1.22% 1.62 AS13021 1.24% 2.38
AS13213 1.22% 1.62 AS13213 1.24% 2.38
AS15109 1.22% 1.62 AS15109 1.24% 2.38

Other 48.53% 64.59 Other 47.90% 92.19
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PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

UDP (> 99.99%)

UDP (> 99.99%)

Other (< 0.01%)

Packet Volume Gigabytes

uDP 99.71% 132.67 UDP 99.99% 192.46

TCP 0.29% 0.38 TCP < 0.01% 0.02
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TRAFFIC ORIGIN BREAKDOWN

The origin from which the monitored traffic appears to have originated from.

Taiwan (11.85%) Taiwan (11.99%)
Mexico (11.38%) \ Mexico (11.53%) \

¢/

United States (26.76%) United States (27.12%)

Israel (4.87%)

Russia (4.33%)
Other (17.17) Thailand (3.90%)
Romania (1.61%) United Kingdom (3.09%)
Vietnam (1.68%) Canada (2.85%)
Malaysia (1.72%) Japan (1.81%)
Brazil (1.87%) Spain (2.53%)
Italy (1.87%) Italy (1.89%)

Israel (4.80%)

Russia (4.29%)

Thailand (3.86%)

United Kingdom (3.05%)
Canada (2.84%)

Japan (2.76%)

Spain (2.49%)

L@L

N I\

&

Other (17.15)
Romania (1.63%)
Vietnam (1.68%)
Malaysia (1.74%)
Brazil (1.88%)

=

[
e

Packet Volume Gigabytes

United States 26.76% 35.67 United States 27.12% 52.21
Taiwan 11.85% 15.76 Taiwan 11.99% 23.07
Mexico 11.38% 15.14 Mexico 11.53% 22.19
Israel 4.80% 6.39 Israel 4.87% 9.37
Russia 4.29% 5.71 Russia 4.33% 8.34
Thailand 3.86% 5.14 Thailand 3.90% 7.52
United Kingdom 3.05% 4.06 United Kingdom 3.09% 5.95
Canada 2.84% 3.78 Canada 2.85% 5.49
Japan 2.76% 3.68 Spain 2.53% 4.87
Spain 2.49% 3.32 Italy 1.89% 3.64
Italy 1.87% 2.48 Brazil 1.88% 3.61
Brazil 1.87% 2.48 Japan 1.81% 3.48
Malaysia 1.72% 2.29 Malaysia 1.74% 3.36
Vietnam 1.68% 2.23 Vietnam 1.68% 3.24
Romania 1.61% 2.14 Romania 1.63% 3.14

Other 17.17% 22.84 Other 17.15% 33.00
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SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.

Other (100.00) Other (100.00)

Packet Volume Gigabytes
Source Address Total Mp Source Address Total Gb

142.114.74.155 0.15% 0.20 142.114.74.155 0.15% 0.29
81.44.248.19 0.13% 0.17 81.44.248.19 0.13% 0.25
108.52.23.158 0.13% 0.17 108.52.23.158 0.13% 0.25
59.48.65.21 0.13% 0.17 59.48.65.21 0.13% 0.25
100.123.35.163 0.13% 0.17 100.123.35.163 0.13% 0.25
157.253.189.219 0.11% 0.15 157.253.189.219 0.11% 0.22
5.30.10.126 0.11% 0.15 5.30.10.126 0.11% 0.22
210.125.208.69 0.11% 0.15 210.125.208.69 0.11% 0.22
173.54.113.86 0.11% 0.15 173.54.113.86 0.11% 0.22
205.13.210.29 0.11% 0.15 205.13.210.29 0.11% 0.22
79.202.177.93 0.11% 0.15 79.202.177.93 0.11% 0.22
96.226.119.142 0.11% 0.15 96.226.119.142 0.11% 0.22
70.29.95.5 0.09% 0.12 70.29.95.5 0.09% 0.18
92.86.87.45 0.09% 0.12 92.86.87.45 0.09% 0.18
140.229.203.230 0.09% 0.12 140.229.203.230 0.09% 0.18

Other 98.28% 130.76 Other 98.26% 189.12
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SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.

49501 (1.34%)

Other (100.00)

Other (98.66)

Attack profile matches random source port / random destination port

This means there are many random destination or source ports each with low packet volume

Packet Volume Gigabytes

49501 1.34% 1.78 49501 0.18% 0.35
59428 0.15% 0.20 59428 0.15% 0.29
35838 0.13% 0.17 35838 0.13% 0.25
39265 0.13% 0.17 39265 0.13% 0.25
58860 0.13% 0.17 58860 0.13% 0.25
43421 0.11% 0.15 43421 0.11% 0.22
41232 0.11% 0.15 41232 0.11% 0.22
8995 0.11% 0.15 8995 0.11% 0.22
15116 0.11% 0.15 15116 0.11% 0.22
54325 0.11% 0.15 54325 0.11% 0.22
45603 0.11% 0.15 45603 0.11% 0.22
41632 0.11% 0.15 41632 0.11% 0.22
43645 0.11% 0.15 43645 0.11% 0.22
55954 0.09% 0.12 55954 0.09% 0.18
56905 0.09% 0.12 56905 0.09% 0.18

Other 97.06% 129.12 Other 98.19% 188.99
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DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

6112 (1.48%)

Other (100.00)

Other (98.52)

Attack profile matches random source port / random destination port

This means there are many random destination or source ports each with low packet volume

Packet Volume Gigabytes
Destination Port Total Mp Destination Port Total Gb

6112 1.48% 1.96 12572 0.15% 0.29
12572 0.15% 0.20 24150 0.15% 0.29
24150 0.15% 0.20 7975 0.13% 0.25
7975 0.13% 0.17 63955 0.13% 0.25
63955 0.13% 0.17 27629 0.13% 0.25
27629 0.13% 0.17 25345 0.13% 0.25
25345 0.13% 0.17 59942 0.11% 0.22
59942 0.11% 0.15 41558 0.11% 0.22
41558 0.11% 0.15 13520 0.11% 0.22
13520 0.11% 0.15 9979 0.11% 0.22
9979 0.11% 0.15 62226 0.11% 0.22
62226 0.11% 0.15 11501 0.11% 0.22
11501 0.11% 0.15 4793 0.11% 0.21
4793 0.11% 0.14 63619 0.10% 0.20
63619 0.10% 0.13 6112 0.04% 0.08

Other 96.84% 128.84 Other 98.25% 189.11
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ANALYSIS BY SCRUBBING SITE

Sydney
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:
PROTOCOLS:
SOURCE PORTS:

DESTINATION PORTS:

Frankfurt

48.52 Gb / 33.33 Mp

9.82 Gbps / 0.86 Mpps

AS19117, AS11845, AS10813, AS35000, AS18901, AS394981, AS9365, AS17470,
AS265811, AS21349 + 63 others

Italy, France, Saudi Arabia, Jordan, Canada, United States, Mexico, Guadeloupe,
Malta, Romania + 15 others

TCP, UDP

32768, 36865, 47107, 55302, 40969, 43018, 59402, 45065, 43021, 45076 + 964
others

63490, 47108, 10246, 8200, 12, 14349, 14351, 49168, 2065, 49170 + 975 others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

22.65Gb /15.47 Mp

4.52 Gbps / 0.39 Mpps

AS21021, AS34134, AS60261, AS21419, AS12805, AS60672, AS11448, AS28731,
AS204733, AS48645 + 165 others

Bosnia and Herzegovina, North Macedonia, Ukraine, Kazakhstan, Italy, Belgium,
Poland, South Africa, Armenia, Bulgaria + 23 others

UDP

49157, 45067, 59409, 36883, 40980, 43028, 55315, 40983, 34841, 47132 + 625
others

30721, 12291, 38918, 22536, 43019, 61457, 20, 61468, 53276, 57380 + 626
others

Tokyo
TOTAL DATA:

PEAK SIZE:
SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:
SOURCE PORTS:

DESTINATION PORTS:

16.77 Gb / 12.73 Mp

4.04 Gbps / 0.37 Mpps

AS14731, AS18435, AS18285, AS14843, AS31277, AS131957, AS56718, AS8525,
AS18430, AS131605 + 52 others

Russia, Philippines, Japan, China, Taiwan, South Korea
UDP

47105, 53252, 55305, 36876, 34835, 55320, 45081, 55323, 53280, 43043 + 577
others

18438, 14345, 2059, 4110, 22543, 59413, 32791, 12313, 26, 47131 + 576 others
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ANALYSIS BY SCRUBBING SITE (CONTINUED)

TOTAL DATA: 17.75 Gb / 12.15 Mp
PEAK SIZE: 4.43 Gbps / 0.38 Mpps

AS17558, AS24576, AS11400, AS15933, AS38797, AS55445, AS10797,

SOURCE AS: AS197597, AS210632, AS45910 + 39 others

India, South Africa, Russia, Philippines, Vietnam, Brunei Darussalam, Taiwan,
SOURCE COUNTRY: . . .

Thailand, Malaysia, Mauritius + 7 others
PROTOCOLS: TCP, UDP

53249, 32774, 43016, 47113, 34826, 32784, 51220, 57364, 36889, 59418 + 630
SOURCE PORTS:

others

57349, 12298, 26635, 2067, 14365, 49182, 22563, 36899, 28710, 49191 + 636
DESTINATION PORTS: others

TOTAL DATA: 13.24 Gb / 9.02 Mp

PEAK SIZE: 2.89 Gbps / 0.25 Mpps

AS20445, AS19117, AS22901, AS16525, AS26083, AS22779, AS16821, AS20421,
AS33632, AS21797 + 23 others

SOURCE COUNTRY: Mexico, United States

SOURCE AS:

PROTOCOLS: UDP

43014, 53261, 38927, 43025, 47124, 59428, 43049, 59434, 57390, 36911 + 298
SOURCE PORTS:

others
63491, 30725, 18453, 34845, 32824, 53304, 4154, 60, 61515, 61517 + 300
DESTINATION PORTS:
others
Hong Kong
TOTAL DATA: 10.25 Gb / 7.03 Mp
PEAK SIZE: 2.89 Gbps / 0.25 Mpps
SOURCE AS: AS19275, AS14526, AS9477, AS45541, AS11400, AS10776, AS15925, AS15320,
’ AS13568, AS18414 + 4 others
SOURCE COUNTRY: Taiwan, Hong Kong, Vietnam, United Arab Emirates
PROTOCOLS: UDP

42496, 51200, 57860, 34825, 45579, 60434, 44563, 55316, 57878, 47126 + 233

SOURCE PORTS:
others

DESTINATION PORTS: 12293, 5, 50697, 19980, 9229, 54797, 13836, 8720, 39442, 7699 + 234 others
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ANALYSIS BY SCRUBBING SITE (CONTINUED)

New York
TOTAL DATA:

PEAK SIZE:
SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Chicago

6.64 Gb / 4.52 Mp

1.73 Gbps / 0.15 Mpps

AS11653, AS15789, AS11349, AS54629, AS6861, AS46693, AS10707, AS10597,
AS16077, AS278716 + 8 others

Brazil, Trinidad and Tobago, Canada, United States, Jamaica

UDP
38406, 46088, 57353, 39944, 37900, 50193, 38931, 44564, 57363, 58904 + 127
others

13824, 42501, 48653, 30734, 1043, 4120, 18969, 41497, 53790, 28703 + 127
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

6.24 Gb / 4.28 Mp

1.73 Gbps / 0.15 Mpps

AS395813, AS395589, AS14101, AS12117, AS22125, AS20293, AS21955,
AS11653, AS12078, AS11288 + 29 others

Canada, United States

UDP
46600, 55816, 41490, 34324, 50200, 435671, 39984, 33329, 50748, 37441 + 100
others

36357, 35848, 21514, 57361, 60957, 22048, 45089, 59942, 26153, 38954 + 99
others

Los Angeles

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

6.06 Gb / 4.13 Mp

1.73 Gbps / 0.15 Mpps

AS18149, AS20126, AS33374, AS20021
Mexico, United States

UDP

45059, 44548, 56328, 46606, 48145, 49686, 44566, 33304, 39962, 54813 + 144
others

31236, 1030, 65031, 35848, 45072, 53264, 30742, 47641, 53273, 16924 + 144
others
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ANALYSIS BY SCRUBBING SITE (CONTINUED)

Madrid
TOTAL DATA:

PEAK SIZE:
SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Los Angeles

6.02 Gb / 4.10 Mp

2.02 Gbps / 0.17 Mpps

AS200851, AS12341, AS15720, AS214134, AS202819, AS205651, AS50574,
AS12445, AS36893, AS28294 + 11 others

Morocco, South Africa, Brazil, Portugal, Spain

UDP
55810, 59397, 43528, 47112, 44553, 48657, 51220, 46102, 49688, 55324 + 139
others

31232, 44036, 60935, 48648, 16905, 39434, 8714, 64012, 15889, 42516 + 138
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

London

5.63 Gb/3.86 Mp

1.73 Gbps / 0.15 Mpps

AS28680, AS26917, AS11400, AS52957, AS22779, AS52949, AS263541,
AS197597, AS262453, AS268968 + 44 others

Brazil, Russia, Vietnam, China, United States, Singapore, Mexico, United Arab
Emirates

UDP

47616, 34319, 43535, 51731, 34835, 46107, 34336, 52771, 36903, 10796 + 114
others

29699, 52743, 30216, 58893, 30742, 30749, 48158, 48670, 34351, 61999 + 114
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

4.83 Gb /3.29 Mp

1.73 Gbps / 0.15 Mpps

AS51829, AS11381, AS15419, AS37696, AS13043, AS20022, AS8872, AS201853,
AS44192, AS16869 + 9 others

Ireland, Israel, United Kingdom, South Africa

UDP
51200, 49152, 46592, 37894, 57863, 46090, 34826, 59924, 55836, 42018 + 99
others

42497, 58381, 5655, 27675, 45089, 3623, 30761, 59952, 24119, 57402 + 99
others
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ANALYSIS BY SCRUBBING SITE (CONTINUED)

TOTAL DATA: 4.44 Gb / 3.02 Mp

PEAK SIZE: 1.73 Gbps / 0.15 Mpps
AS11845, AS27685, AS16637, AS262749, AS52259, AS10301, AS11565,

SOURCE AS: AS11653, AS26613, AS264253 + 24 others

Venezuela, Jamaica, France, Cayman Islands, Saint Kitts and Nevis, Aruba, United
SOURCE COUNTRY: .

States, Mexico, Barbados, Guyana + 10 others
PROTOCOLS: UDP

39427, 59915, 48141, 36366, 39952, 51217, 51225, 47647, 42021, 56870 + 84

SOURCE PORTS:
others

DESTINATION PORTS: 1556, 64540, 33310, 544, 22055, 4140, 52789, 12345, 42048, 64066 + 84 others

TOTAL DATA: 3.93Gb/2.68 Mp

PEAK SIZE: 1.15 Gbps / 0.10 Mpps

SOURCE AS: AS11400, AS16733, AS37622, AS15733, AS16077, AS25030, AS36901, AS37477,
AS12813, AS37059

SOURCE COUNTRY: Israel, South Africa, Morocco, Saudi Arabia, Malta, Uruguay, United Arab Emirates

PROTOCOLS: UDP

36357, 54283, 55308, 38938, 48168, 48681, 58410, 49708, 60985, 42041 + 80
SOURCE PORTS: others

47622, 48135, 62982, 11792, 24082, 1049, 43053, 58413, 54322, 44594 + 80

DESTINATION PORTS:
others

TOTAL DATA: 2.96 Gb/2.02 Mp

PEAK SIZE: 1.73 Gbps / 0.15 Mpps

SOURCE AS: AS15109, AS12845, AS31653, AS15605
SOURCE COUNTRY: Ireland, United Kingdom

PROTOCOLS: UDP

60163, 56452, 33927, 32775, 43657, 56586, 39051, 49804, 51465, 57486 + 64

SOURCE PORTS:
others

20352, 60674, 14469, 63494, 64390, 17803, 56594, 51221, 33430, 61591 + 64

DESTINATION PORTS:
others
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ANALYSIS BY ORIGIN ASN

AS18149

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS10707

21.83 Gb /14.89 Mp

5.20 Gbps / 0.44 Mpps

AS18149

Mexico

Sydney, Dallas, Phoenix, Los Angeles, Miami

UDP
45059, 43014, 40969, 53261, 38927, 43025, 47124, 49178, 40993, 36897 + 520
others

63491, 30725, 10246, 12, 45072, 18453, 30742, 34845, 2083, 28711 + 522
others

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

19.52 Gb / 13.32 Mp
4.91 Gbps / 0.42 Mpps
AS10707

United States

New York, Sydney

UDP
47107, 45065, 59402, 57363, 36885, 47128, 32797, 55328, 34866, 32820 + 334
others

47108, 8200, 14349, 49168, 2065, 49170, 24596, 18457, 47147, 59435 + 341
others

AS9477

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

17.25Gb /11.80 Mp

4.04 Gbps / 0.34 Mpps
AS9477

Taiwan

Hong Kong, Tokyo, Singapore
UDP

47105, 55316, 43032, 57374, 59422, 55335, 34862, 34879, 34885, 55370 + 414
others

12293, 5, 18438, 59413, 61463, 12313, 26, 32797, 22560, 49187 + 417 others
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ANALYSIS BY ORIGIN ASN (CONTINUED)

AS13925

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS11653

6.35Gb / 4.35 Mp

2.02 Gbps / 0.17 Mpps

AS13925

United States

Sydney, Dallas, Atlanta, Chicago, Miami

UDP
56832, 36865, 46600, 43018, 33803, 53780, 45076, 42012, 43550, 39970 + 140
others

53771, 19470, 13348, 11815, 6700, 16433, 44596, 23605, 57398, 54839 + 141
others

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS12144

5.52Gb /3.76 Mp

2.31 Gbps / 0.20 Mpps

AS11653

United States

Sydney, Dallas, Ashburn, New York, Chicago, Miami

UDP
51217, 26140, 34334, 35360, 42021, 59944, 42544, 42558, 45631, 35393 + 88
others

36361, 36372, 38421, 52769, 22055, 26156, 42031, 52789, 10299, 28230 + 88
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.97 Gb/2.70 Mp
1.44 Gbps / 0.12 Mpps
AS12144

United States

New York

UDP

38406, 46088, 57353, 39944, 50193, 389311, 44564, 55323, 53792, 33325 + 73
others

13824, 42501, 48653, 1043, 4120, 18969, 41497, 25630, 28703, 17960 + 73
others
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ANALYSIS BY ORIGIN ASN (CONTINUED)

AS7696

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS12813

3.70Gb / 2.53 Mp
1.15 Gbps / 0.10 Mpps
AS7696

Israel

Frankfurt

UDP
49157, 44550, 41477, 34315, 49676, 50699, 58896, 49681, 36883, 55315 + 152
others

34310, 5133, 54798, 65038, 61457, 22040, 61468, 60957, 60456, 22575 + 152
others

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS10597

3.43Gb/2.33 Mp
1.15 Gbps / 0.10 Mpps
AS12813

Israel

Frankfurt, Marseilles

UDP
48640, 47617, 54283, 55308, 41510, 48168, 48681, 52777, 50218, 49708 + 72
others

64000, 47622, 48135, 62982, 11792, 24082, 1049, 53276, 21033, 58413 + 72
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.25Gb/2.21 Mp
1.15 Gbps / 0.10 Mpps
AS10597

Canada

New York, Chicago

UDP

45186, 41979, 55816, 34700, 38671, 46735, 41490, 50200, 51098, 36253 + 38
others

41731, 36357, 51593, 19593, 4494, 42646, 61847, 60957, 27550, 28191 + 38
others
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ANALYSIS BY ORIGIN ASN (CONTINUED)

AS23989

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS10797

3.02 Gb / 2.07 Mp
0.84 Gbps / 0.07 Mpps
AS23989

Thailand

Singapore

UDP

50178, 41476, 32774, 43016, 56841, 37906, 56338, 51220, 36889, 59420 + 105
others

6656, 45573, 30216, 15377, 41489, 19992, 25624, 33307, 9759, 31267 + 105
others

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS12395

2.75Gb/1.87 Mp
1.20 Gbps / 0.10 Mpps
AS10797

Malaysia

Singapore

UDP

53249, 56837, 33286, 35335, 54797, 44558, 39961, 45089, 40484, 52261 + 120
others

56838, 60423, 12298, 35853, 23056, 18965, 42007, 49182, 44066, 22563 + 122
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

2.56 Gb /1.77 Mp
1.25 Gbps / 0.11 Mpps
AS12395

Russia

Tokyo, Frankfurt

UDP

44547, 35211, 38159, 56208, 6799, 56850, 45972, 46740, 49302, 34841 + 59
others

2432, 11009, 64770, 22657, 56197, 4229, 48006, 11528, 38025, 22536 + 59
others
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ANALYSIS BY ORIGIN ASN (CONTINUED)

AS13021

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS13213

2.38Gb/1.62 Mp
0.87 Gbps / 0.07 Mpps
AS13021

United States

Sydney

UDP

59140, 37128, 34952, 59532, 59022, 54546, 56467, 46098, 40860, 54685 + 30
others

44929, 29955, 56195, 53381, 49286, 14351, 26009, 63644, 12572, 9248 + 30
others

TOTAL DATA:

PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

AS15109

2.38Gb/1.62 Mp

1.44 Gbps / 0.12 Mpps

AS13213

Martinique, France, Guadeloupe, RA®union
Miami, Singapore, Sydney, Paris

UDP

55427, 35974, 38790, 33425, 40209, 59283, 37652, 51729, 51991, 52761 + 37
others

38272, 32513, 61316, 43141, 18313, 22540, 12813, 60689, 52115, 51355 + 37
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

2.38Gb/1.62 Mp
1.44 Gbps / 0.12 Mpps
AS15109

United Kingdom
London

UDP

60163, 33927, 32775, 43657, 56586, 39051, 51465, 57486, 41104, 54929 + 49
others

20352, 60674, 14469, 63494, 64390, 56594, 51221, 38809, 9370, 13595 + 49
others
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ANALYSIS BY SOURCE COUNTRY

United States
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Taiwan

52.21 Gb/ 35.61 Mp

9.52 Gbps / 0.81 Mpps

AS26917, AS19117, AS12029, AS395813, AS22901, AS16525, AS16187,
AS394493, AS10229, AS22125 + 111 others

Sydney, Dallas, Atlanta, Los Angeles, Ashburn, Seattle, New York, Chicago, Miami

ubDP

36865, 47107, 57353, 43018, 59402, 45065, 51217, 38931, 45076, 36885 +
1003 others

47108, 8200, 14349, 14351, 49168, 2065, 49170, 22547, 53264, 57361 + 1012
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

23.07 Gb / 15.76 Mp

5.39 Gbps / 0.46 Mpps

AS131605, AS18435, AS10789, AS13485, AS9477, AS17829, AS38861, AS15685,
AS24173, AS18197 + 8 others

Tokyo, Hong Kong, Singapore
UDP

47105, 53252, 34835, 55316, 43032, 55323, 57374, 59422, 53280, 38949 + 648
others

12293, 5, 18438, 14345, 2059, 22543, 59413, 61463, 12313, 26 + 651 others

Mexico

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

22.19Gb /15.14 Mp

5.20 Gbps / 0.44 Mpps

AS18149, AS13997, AS22893

Sydney, Dallas, Phoenix, Los Angeles, Miami

UDP

45059, 43014, 40969, 53261, 38927, 43025, 47124, 49178, 40993, 36897 + 529
others

63491, 30725, 10246, 12, 45072, 18453, 30742, 34845, 2083, 28711 + 531
others
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Israel
TOTAL DATA: 9.37 Gb / 6.39 Mp

PEAK SIZE: 2.21 Gbps / 0.19 Mpps
AS202949, AS212632, AS12869, AS7696, AS198272, AS12416, AS18549,

SOURCE AS: AS41717, AS12813, AS12502
MITIGATION SITES: London, Frankfurt, Sydney, Marseilles
PROTOCOLS: UDP
48640, 47617, 49157, 44 41477, 542 4315, 4967 99 + 284
SOURCE PORTS: 8640, 47617, 57, 44550, , 54283, 55308, 34315, 49676, 506 8
others
64000, 34310, 47622, 48135, 62982, 58381, 54798, 65038, 11792, 5133 + 284
DESTINATION PORTS: e

TOTAL DATA: 8.34 Gb / 5.71 Mp
PEAK SIZE: 2.31 Gbps / 0.20 Mpps
SOURCE AS: AS34134, AS60261, AS204733, AS48645, AS48432, AS50438, AS196701,
’ AS12784, AS12677, AS201792 + 110 others
MITIGATION SITES: Tokyo, Sydney, Frankfurt, Los Angeles, Paris, Singapore, Amsterdam
PROTOCOLS: UDP
37890, 44547, 19462, 45067, 59409, 56850, 55830, 34841, 47132, 46621 + 214
SOURCE PORTS:
others
17408, 45573, 22536, 20, 54294, 32791, 58904, 30233, 47131, 42012 + 216
DESTINATION PORTS:
others
Thailand
TOTAL DATA: 7.52 Gb / 5.14 Mp
PEAK SIZE: 1.80 Gbps / 0.15 Mpps

AS45773, AS131093, AS13485, AS45461, AS38797, AS133501, AS23989,

SOURCE AS: AS10765, AS17568
Singapore

MITIGATION SITES:

PROTOCOLS: TCP, UDP

50178, 41476, 32774, 44039, 43016, 56841, 47113, 33292, 32784, 37906 + 271
others

6656, 40449, 43520, 54787, 57349, 45573, 5127, 48135, 30216, 23056 + 273
others

SOURCE PORTS:

DESTINATION PORTS:
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

United Kingdom
TOTAL DATA:

PEAK SIZE:
SOURCE AS:

MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Canada

5.95Gb / 4.06 Mp

2.60 Gbps / 0.22 Mpps

AS51829, AS42709, AS11381, AS31653, AS15109, AS15419, AS12512, AS8872,
AS56349, AS56493 + 7 others

London

UDP
51200, 49152, 32775, 57863, 34826, 59924, 55836, 49697, 42018, 37411 + 133
others

63494, 51221, 5655, 27675, 49187, 3623, 30761, 60973, 42034, 6195 + 133
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

5.49Gb/3.78 Mp

1.73 Gbps / 0.15 Mpps

AS15789, AS16325, AS393701, AS11693, AS20181, AS11829, AS54629,
AS10853, AS395589, AS10597 + 7 others

Sydney, New York, Chicago, Pittsburgh, Seattle

UDP
44034, 57347, 55816, 37900, 41490, 50200, 56359, 37419, 33329, 48177 + 88
others

36357, 30215, 35848, 59413, 11799, 39962, 60957, 28191, 22048, 26153 + 88
others

Japan
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.48 Gb / 3.68 Mp

1.16 Gbps / 0.15 Mpps

AS14731, AS18285, AS131957, AS8525, AS17685, AS18160, AS19606, AS17509,
AS24270, AS8533 + 13 others

Tokyo
ubDP

33792, 59909, 49671, 55305, 36876, 50191, 55320, 45081, 42009, 58396 + 141
others

44547, 25091, 52227, 56842, 33806, 4110, 1043, 9752, 29722, 47647 + 141
others
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Spain
TOTAL DATA:

PEAK SIZE:
SOURCE AS:

MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

111

4.87 Gb/3.32 Mp

2.02 Gbps / 0.17 Mpps

AS202845, AS200851, AS16750, AS9368, AS56885, AS12341, AS57275,
AS15720, AS199229, AS12477 + 8 others

Madrid, Frankfurt, Sydney, Paris

UDP
55810, 55819, 48657, 38418, 51732, 46102, 48151, 49688, 55324, 34845 + 104
others

41989, 27144, 39434, 8714, 9741, 2576, 15889, 50708, 8725, 52246 + 103
others

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.64Gb/2.48 Mp

1.44 Gbps / 0.12 Mpps

AS56909, AS201605, AS11278, AS202715, AS30725, AS208824, AS12877,
AS31317, AS202619, AS200573 + 14 others

Amsterdam, Frankfurt, Milan, Sydney

UDP
40448, 41986, 55302, 49675, 34829, 42511, 46608, 58388, 53808, 23605 + 69
others

29200, 49172, 10269, 41501, 65056, 35361, 20016, 58932, 4664, 30277 + 69
others

Brazil
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.61Gb /2.48 Mp

1.44 Gbps / 0.12 Mpps

AS28680, AS18901, AS52957, AS52949, AS263541, AS262749, AS26597,
AS268968, AS262453, AS27710 + 35 others

Sydney, Los Angeles, New York, Madrid, Miami

UDP
47112, 44553, 59915, 52748, 43021, 51220, 36903, 10796, 51251, 47677 + 71
others

16905, 37391, 23065, 8732, 48158, 30756, 61999, 47157, 28747, 40525 + 72
others
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

[ EIEVWSE!

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Vietnam

3.36 Gb / 2.29 Mp

1.20 Gbps / 0.10 Mpps

AS134829, AS15933, AS10797, AS15549
Singapore

UDP

53249, 40452, 56837, 33286, 35335, 54797, 44558, 44564, 39961, 51737 + 150
others

56838, 60423, 12298, 35853, 15887, 23056, 18965, 42007, 33818, 49182 + 152
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
MITIGATION SITES:

PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

Romania

3.24Gb/2.23 Mp

1.15 Gbps / 0.10 Mpps

AS45541, AS13568, AS18414, AS24101, AS45910
Hong Kong, Los Angeles, Singapore

ubDP

40448, 51200, 34825, 60434, 44563, 47126, 58398, 47646, 34337, 58401 + 89
others

30216, 19980, 9229, 13836, 2067, 25110, 22040, 35866, 30749, 2078 + 89
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

DESTINATION PORTS:

3.14Gb/ 2.14 Mp

1.15 Gbps / 0.10 Mpps

AS15053, AS33997, AS48181, AS12317, AS18973, AS44685, AS14717
Frankfurt, Sydney, Sofia

ubP

42880, 52353, 48772, 50825, 44043, 35852, 39693, 54029, 46095, 60939 + 64
others

15875, 57092, 26757, 21126, 4487, 62856, 17801, 48906, 63368, 59276 + 64
others
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ANALYSIS BY PROTOCOL

uDP
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:

MITIGATION SITES:

SOURCE PORTS:

DESTINATION PORTS:

TCP

TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:

MITIGATION SITES:

SOURCE PORTS:

DESTINATION PORTS:

192.46 Gb / 132.67 Mp

34.61 Gbps / 3.01 Mpps

AS21419, AS12805, AS12341, AS16187, AS11565, AS10229, AS28731,
AS204733, AS48432, AS50438 + 687 others

Kazakhstan, United Arab Emirates, Ireland, Uruguay, Indonesia, Slovakia,
Guadeloupe, Philippines, Malta, Spain + 83 others

Singapore, Auckland, Frankfurt, Muscat, Phoenix, Hong Kong, Pittsburgh, Tokyo,
Sydney, Atlanta + 18 others

49152, 32768, 57347, 49157, 32774, 32775, 57353, 40969, 40974, 32784 +
4455 others

57349, 5, 8200, 12, 49168, 57361, 49170, 20, 49172, 24596 + 4632 others

0.02 Gb / 0.38 Mp

0.01 Gbps / 0.02 Mpps

AS136997, AS10813, AS17565, AS14782, AS21870, AS38206, AS133501,
AS11227, AS136563, AS10141 + 3 others

Australia, Thailand, New Zealand, Singapore

Brisbane, Sydney, Auckland, Melbourne, Singapore

42019, 33892, 32805, 28774, 21163, 65325, 49583, 52081, 50290, 49268 + 8
others

6112
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ANALYSIS BY DESTINATION PORT

6112
TOTAL DATA:

PEAK SIZE:

SOURCE AS:

SOURCE COUNTRY:
MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

12572

0.02 Gb / 0.38 Mp

0.01 Gbps / 0.02 Mpps

AS136997, AS10813, AS17565, AS14782, AS21870, AS38206, AS133501,
AS11227, AS136563, AS10141 + 3 others

Australia, Thailand, New Zealand, Singapore
Brisbane, Sydney, Auckland, Melbourne, Singapore
TCP

42019, 33892, 32805, 28774, 21163, 65325, 49583, 52081, 50290, 49268 + 8
others

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

24150

0.29 Gb / 0.20 Mp
0.29 Gbps / 0.02 Mpps
AS13021, AS10707
United States

Sydney

UDP

41232, 33871

TOTAL DATA:
PEAK SIZE:
SOURCE AS:
SOURCE COUNTRY:
MITIGATION SITES:
PROTOCOLS:

SOURCE PORTS:

0.29 Gb / 0.20 Mp
0.29 Gbps / 0.02 Mpps
AS10597

Canada

Chicago

UDP

49501
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ANALYSIS BY DESTINATION PORT (CONTINUED)

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States

MITIGATION SITES: Sydney

PROTOCOLS: UDP

SOURCE PORTS: 39265

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS9368

SOURCE COUNTRY: Spain

MITIGATION SITES: Sydney

PROTOCOLS: UDP

SOURCE PORTS: 59428

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

SOURCE PORTS: 35838
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ANALYSIS BY DESTINATION PORT (CONTINUED)

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS55445

SOURCE COUNTRY: Singapore

MITIGATION SITES: Singapore
PROTOCOLS: UDP

SOURCE PORTS: 58860

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS401413

SOURCE COUNTRY: United States

MITIGATION SITES: Chicago

PROTOCOLS: UDP

SOURCE PORTS: 43421

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS12869

SOURCE COUNTRY: Israel

MITIGATION SITES: London

PROTOCOLS: UDP

SOURCE PORTS: 15116
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ANALYSIS BY DESTINATION PORT (CONTINUED)

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS15320

SOURCE COUNTRY: Hong Kong

MITIGATION SITES: Hong Kong
PROTOCOLS: UDP

SOURCE PORTS: 8995

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS46373

SOURCE COUNTRY: United States

MITIGATION SITES: Los Angeles
PROTOCOLS: UDP

SOURCE PORTS: 54325

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.58 Gbps / 0.05 Mpps
SOURCE AS: AS15563

SOURCE COUNTRY: France
MITIGATION SITES: Paris
PROTOCOLS: UDP

SOURCE PORTS: 41632
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ANALYSIS BY DESTINATION PORT (CONTINUED)

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.58 Gbps / 0.05 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States

MITIGATION SITES: Sydney

PROTOCOLS: UDP

SOURCE PORTS: 45603

TOTAL DATA: 0.21Gb /0.14 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10797, AS10707

SOURCE COUNTRY: United States, Malaysia

MITIGATION SITES: Sydney, Singapore
PROTOCOLS: UDP

SOURCE PORTS: 38521, 55954

TOTAL DATA: 0.20Gb / 0.13 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS133501, AS58112

SOURCE COUNTRY: Russia, Thailand
MITIGATION SITES: Frankfurt, Singapore
PROTOCOLS: UDP

SOURCE PORTS: 37083, 39663
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ANALYSIS BY SOURCE PORT

TOTAL DATA: 0.29 Gb / 0.20 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10597

SOURCE COUNTRY: Canada
MITIGATION SITES: Chicago
PROTOCOLS: ubDP

DESTINATION PORTS: 24150

TOTAL DATA: 0.29 Gb / 0.20 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS18149, AS9368

SOURCE COUNTRY: Mexico, Spain
MITIGATION SITES: Sydney, Dallas
PROTOCOLS: ubDP

DESTINATION PORTS: 63955, 49916

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 27629
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ANALYSIS BY SOURCE PORT (CONTINUED)

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 7975

TOTAL DATA: 0.25Gb /0.17 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS55445

SOURCE COUNTRY: Singapore
MITIGATION SITES: Singapore
PROTOCOLS: UDP

DESTINATION PORTS: 25345

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS401413

SOURCE COUNTRY: United States
MITIGATION SITES: Chicago
PROTOCOLS: UDP

DESTINATION PORTS: 59942
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ANALYSIS BY SOURCE PORT (CONTINUED)

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 12572

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS15320

SOURCE COUNTRY: Hong Kong
MITIGATION SITES: Hong Kong
PROTOCOLS: UDP

DESTINATION PORTS: 13520

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS12869

SOURCE COUNTRY: Israel

MITIGATION SITES: London

PROTOCOLS: UDP

DESTINATION PORTS: 41558
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ANALYSIS BY SOURCE PORT (CONTINUED)

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS46373

SOURCE COUNTRY: United States
MITIGATION SITES: Los Angeles
PROTOCOLS: UDP

DESTINATION PORTS: 9979

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.58 Gbps / 0.05 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 11501

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.58 Gbps / 0.05 Mpps
SOURCE AS: AS15563

SOURCE COUNTRY: France
MITIGATION SITES: Paris
PROTOCOLS: UDP

DESTINATION PORTS: 62226
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ANALYSIS BY SOURCE PORT (CONTINUED)

TOTAL DATA: 0.22Gb /0.15 Mp
PEAK SIZE: 0.58 Gbps / 0.05 Mpps
SOURCE AS: AS397421, AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 11233, 18858

TOTAL DATA: 0.18 Gb / 0.12 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 4793

TOTAL DATA: 0.18 Gb / 0.12 Mp
PEAK SIZE: 0.29 Gbps / 0.02 Mpps
SOURCE AS: AS13021, AS10707

SOURCE COUNTRY: United States
MITIGATION SITES: Sydney
PROTOCOLS: UDP

DESTINATION PORTS: 6897, 20237
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ANALYSIS BY SOURCE ADDRESS

A comprehensive list of source addresses for this attack is listed here. Where the quantity of addresses
exceeds 500, only the top 500 are shown. Addresses are sorted by total million packets.

o

142.114.74.155 Canada AS10597 0.02 0.29 0.20 0.29
81.44.248.19 Spain AS9368 0.02 0.29 0.17 0.25
108.52.23.158 United States AS10707 0.02 0.29 0.17 0.25
59.48.65.21 Singapore AS55445 0.02 0.29 0.17 0.25
100.123.35.163 United States AS10707 0.02 0.29 0.17 0.25
157.253.189.219 United States AS46373 0.02 0.29 0.15 0.22
5.30.10.126 Israel AS12869 0.02 0.29 0.15 0.22
210.125.208.69 Hong Kong AS15320 0.02 0.29 0.15 0.22
173.54.113.86 United States AS10707 0.02 0.29 0.15 0.22
205.13.210.29 United States AS401413 0.02 0.29 0.15 0.22
79.202.177.93 France AS15563 0.05 0.58 0.15 0.22
96.226.119.142 United States AS10707 0.05 0.58 0.15 0.22
70.29.95.5 Canada AS10597 0.02 0.29 0.12 0.18
92.86.87.45 Russia AS58112 0.02 0.29 0.12 0.18
140.229.203.230 United Kingdom AS56493 0.02 0.29 0.12 0.18
188.146.26.203 Romania AS14717 0.02 0.29 0.12 0.18
219.76.239.246 Singapore AS15509 0.02 0.29 0.12 0.18
48.15.12.179 United States AS11653 0.02 0.29 0.12 0.18
108.38.54.203 United States AS10707 0.02 0.29 0.12 0.18
218.13.191.59 Ukraine AS198238 0.02 0.29 0.12 0.18
24.167.150.62 United States AS12144 0.02 0.29 0.12 0.18
98.218.29.93 United States AS397421 0.02 0.29 0.12 0.18
173.53.233.139 United States AS10707 0.02 0.29 0.12 0.18
108.15.229.197 United States AS10707 0.02 0.29 0.12 0.18
69.61.188.253 United States AS12144 0.05 0.58 0.12 0.18
142.15.69.86 United States AS10707 0.05 0.58 0.12 0.18
93.172.32.46 Italy AS12877 0.02 0.29 0.10 0.14
141.94.82.110 United Kingdom AS56493 0.02 0.29 0.10 0.14
48.11.253.86 United States AS11653 0.02 0.29 0.10 0.14
98.204.204.171 United States AS13925 0.02 0.29 0.10 0.14
142.190.209.85 Canada AS10597 0.02 0.29 0.10 0.14
108.31.20.69 United States AS10707 0.02 0.29 0.10 0.14
81.47.59.126 Spain AS9368 0.02 0.29 0.10 0.14
96.226.93.77 United States AS10707 0.02 0.29 0.10 0.14

105.54.53.54 United States AS13021 0.02 0.29 0.10 0.14
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L_Gb ]
108.43.81.227 United States AS10707 0.02 0.29 0.10 0.14
204.118.71.222 United States AS23133 0.02 0.29 0.10 0.14
99.46.12.45 United States AS13021 0.02 0.29 0.10 0.14
70.151.132.45 Canada AS10597 0.02 0.29 0.10 0.14
174.190.58.75 United States AS22779 0.02 0.29 0.10 0.14
72.33.181.229 United States AS10707 0.02 0.29 0.10 0.14
45.186.135.37 Brazil AS269349 0.02 0.29 0.10 0.14
24.125.81.123 United States AS13925 0.02 0.29 0.10 0.14
188.36.104.91 Mexico AS18149 0.02 0.29 0.10 0.14
51.82.102.69 United States AS13925 0.02 0.29 0.10 0.14
66.191.104.134 United States AS20126 0.02 0.29 0.10 0.14
47.145.214.75 United States AS11653 0.02 0.29 0.10 0.14
82.201.86.214 Romania AS14717 0.02 0.29 0.10 0.14
71.184.167.94 United States AS10707 0.02 0.29 0.10 0.14
68.238.163.69 United States AS10707 0.02 0.29 0.10 0.14
142.236.212.253 Canada AS10597 0.02 0.29 0.10 0.14
108.136.244.5 United States AS10707 0.02 0.29 0.10 0.14
174.101.128.131 United States AS11288 0.02 0.29 0.10 0.14
184.204.136.181 Thailand AS133501 0.01 0.12 0.08 0.12
49.171.138.243 Thailand AS45773 0.01 0.12 0.08 0.12
125.27.17.86 Thailand AS23989 0.01 0.12 0.08 0.12
120.111.91.221 Japan AS8517 0.02 0.19 0.08 0.12
171.126.131.181 Thailand AS45773 0.02 0.24 0.08 0.12
173.193.191.22 United States AS10707 0.02 0.29 0.07 0.11
82.57.146.118 Italy AS13275 0.02 0.29 0.07 0.11
90.80.141.43 France AS13213 0.02 0.29 0.07 0.11
36.227.53.125 Taiwan AS9477 0.02 0.29 0.07 0.11
68.251.34.229 United States AS10707 0.02 0.29 0.07 0.11
74.211.171.91 United States AS12144 0.02 0.29 0.07 0.11
47.155.147.13 United States AS11653 0.02 0.29 0.07 0.11
38.24.153.206 United States AS22661 0.02 0.29 0.07 0.11
108.22.242.107 United States AS10707 0.02 0.29 0.07 0.11
25.44.28.126 United States AS20126 0.02 0.29 0.07 0.11
47.186.15.5 United States AS11653 0.02 0.29 0.07 0.11
108.156.167.182 United States AS10707 0.02 0.29 0.07 0.11
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31.236.12.117 United Kingdom AS8872 0.02 0.29 0.07 0.11

47.160.121.197 United States AS11653 0.02 0.29 0.07 0.11
25.55.191.237 United States AS12144 0.02 0.29 0.07 0.11
104.9.86.222 United States AS13021 0.02 0.29 0.07 0.11
136.46.90.3 United States AS46373 0.02 0.29 0.07 0.11
47.147.40.155 United States AS11653 0.02 0.29 0.07 0.11
187.228.40.51 Mexico AS18149 0.02 0.29 0.07 0.11
98.117.224.70 United States AS10707 0.02 0.29 0.07 0.11
68.238.246.173 United States AS10707 0.02 0.29 0.07 0.11
173.190.193.38 United States AS10707 0.02 0.29 0.07 0.11
47.156.219.213 United States AS11653 0.02 0.29 0.07 0.11
220.255.145.131 Taiwan AS9477 0.02 0.29 0.07 0.11
219.80.241.62 Hong Kong AS10776 0.02 0.29 0.07 0.11
73.246.241.246 United States AS13925 0.02 0.29 0.07 0.11
48.17.120.139 United States AS11653 0.02 0.29 0.07 0.11
97.107.48.101 United States AS10707 0.02 0.29 0.07 0.11
173.174.61.21 United States AS10707 0.02 0.29 0.07 0.11
189.252.26.101 Mexico AS18149 0.02 0.29 0.07 0.11
38.231.18.213 United States AS19966 0.02 0.29 0.07 0.11
100.75.146.190 Canada AS6821 0.02 0.29 0.07 0.11
173.162.148.230 United States AS13925 0.02 0.29 0.07 0.11
71.253.82.13 United States AS13021 0.02 0.29 0.07 0.11
114.154.88.5 Taiwan AS9477 0.02 0.29 0.07 0.11
96.248.36.219 United States AS10707 0.02 0.29 0.07 0.11
46.239.171.3 Israel AS7696 0.02 0.29 0.07 0.11
104.205.120.35 United States AS30413 0.02 0.29 0.07 0.11
108.7.17.86 United States AS10707 0.02 0.29 0.07 0.11
84.124.79.91 Hungary AS15494 0.02 0.29 0.07 0.11
74.106.154.35 United States AS10707 0.02 0.29 0.07 0.11
108.143.217.118 United States AS10707 0.02 0.29 0.07 0.11
35.252.125.62 United States AS20126 0.02 0.29 0.07 0.11
110.43.220.30 United Arab Emirates AS11400 0.02 0.29 0.07 0.11
114.157.46.195 Taiwan AS9477 0.02 0.29 0.07 0.11
162.205.238.237 United States AS10707 0.02 0.29 0.07 0.11
72.211.244.131 United States AS10707 0.02 0.29 0.07 0.11


https://creatia.securelayer.com/

Technical Summary

)(Global Secure Layer

ANALYSIS BY SOURCE ADDRESS (CONTINUED)

| e | o |

72.45.153.62 United States AS10707 002 029 0.07 0.11
190.110.80.157 Guyana AS52259 002 029 0.07 0.11
176.240.71.173 Ukraine AS198829 0.02  0.29 0.07 0.11
100.38.238.102 United States AS10707 002 029 0.07 0.11
189.18.243.54 Italy AS30725 002 029 0.07 0.11
109.223.85.19 France AS13213 002 029 0.07 0.11
108.42.227.229 United States AS10707 0.02  0.29 0.07 0.11
190.43.132.230 Mexico AS18149 002 029 0.07 0.11
107.210.230.125 United States AS13021 002 029 0.07 0.11
2.83.99.6 Portugal AS13254 002 029 0.07 0.11
70.32.113.45 Canada AS10597 002 029 0.07 0.11
45.151.59.205 United States AS13021 002 029 0.07 0.11
90.28.6.85 France AS13213 002 029 0.07 0.11
31.48.108.221 Hungary AS15494 002 029 0.07 0.11
181.163.104.157 Guyana AS19861 002 029 0.07 0.11
189.243.47.117 Mexico AS18149 002 029 0.07 0.11
24.109.28.203 United States AS20126 002 029 0.07 0.11
98.238.153.205 United States AS10707 002 029 0.07 0.11
100.138.127.133 United States AS10707 002 029 0.07 0.11
100.134.39.69 United States AS10707 002 029 0.07 0.11
122.201.133.205 South Korea AS17883 002 029 0.07 0.11
48.11.232.149 United States AS11653 002 029 0.07 0.11
50.165.80.86 United States AS20053 002 029 0.07 0.11
143.47.64.213 Canada AS10597 0.02  0.29 0.07 0.11
173.76.185.174 United States AS10707 002 029 0.07 0.11
188.134.161.107 Italy AS13275 002 029 0.07 0.11
187.143.203.11 Brazil AS28579 002 029 0.07 0.11
188.96.151.190 Mexico AS18149 0.02  0.29 0.07 0.11
67.191.24.171 Canada AS10597 002 029 0.07 0.11
24.141.107.206 Puerto Rico AS14653 002 029 0.07 0.11
72.45.71.197 United States AS10707 002 029 0.07 0.11
84.223.81.102 Italy AS14621 002 029 0.07 0.11
68.145.96.13 United States AS13021 002 029 0.07 0.11
74.212.230.157 United States AS12144 002 029 0.07 0.11
125.231.32.27 Taiwan AS9477 002 029 0.07 0.11
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220.134.251.190 Taiwan AS9477 0.02 0.29 0.07 0.11
105.84.168.133 United States AS30616 0.02 0.29 0.07 0.11
66.186.118.110 United States AS18728 0.02 0.29 0.07 0.11
108.152.63.149 United States AS10707 0.02 0.29 0.07 0.11
59.43.183.21 Hong Kong AS19275 0.02 0.29 0.07 0.11
86.26.245.101 United Kingdom AS15109 0.02 0.29 0.07 0.11
110.74.34.147 France AS13213 0.02 0.29 0.07 0.11
181.105.155.253 Argentina AS17301 0.02 0.29 0.07 0.11
33.85.197.46 United States AS46693 0.02 0.29 0.07 0.11
220.134.116.155 Taiwan AS9477 0.02 0.29 0.07 0.11
24.85.134.245 Canada AS16325 0.02 0.29 0.07 0.11
124.97.158.37 Japan AS14733 0.02 0.29 0.07 0.11
173.57.217.38 United States AS10707 0.02 0.29 0.07 0.11
74.135.10.245 Canada AS10597 0.02 0.29 0.07 0.11
2.208.117.246 Greece AS16797 0.02 0.29 0.07 0.11
108.32.42.189 United States AS10707 0.02 0.29 0.07 0.11
47.172.183.189 United States AS20126 0.02 0.29 0.07 0.11
68.251.108.149 United States AS10707 0.02 0.29 0.07 0.11
121.117.221.163 Japan AS14733 0.02 0.29 0.07 0.07
47.147.111.214 United States AS11653 0.02 0.29 0.07 0.11
45.11.163.142 Hungary AS25277 0.02 0.29 0.07 0.11
138.100.164.69 Brazil AS61789 0.02 0.29 0.07 0.11
186.91.104.131 Bulgaria AS39262 0.02 0.29 0.07 0.11
84.9.164.141 Bulgaria AS34923 0.02 0.29 0.07 0.11
100.46.126.6 United States AS13021 0.02 0.29 0.07 0.11
69.250.12.3 United States AS12144 0.02 0.29 0.07 0.11
68.131.87.53 United States AS10707 0.05 0.58 0.07 0.11
37.143.241.69 Israel AS12869 0.05 0.58 0.07 0.11
142.91.10.251 Netherlands AS15446 0.05 0.58 0.07 0.11
48.69.65.125 United States AS11653 0.05 0.58 0.07 0.11
116.104.61.246 Vietnam AS24101 0.05 0.58 0.07 0.11
6.59.236.147 United Arab Emirates AS11400 0.05 0.58 0.07 0.11
83.170.93.189 Spain AS9368 0.05 0.58 0.07 0.11
184.16.207.53 United States AS11653 0.05 0.58 0.07 0.11
101.111.114.230 Thailand AS23989 0.01 0.12 0.07 0.11
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134.237.230.51 Thailand AS131093 0.01 0.12 0.07 0.11
60.55.124.93 Malaysia AS10797 0.01 0.12 0.07 0.11
125.28.108.27 Thailand AS23989 0.01 0.12 0.07 0.11
171.225.176.229 Thailand AS13485 0.01 0.12 0.07 0.11
59.2.77.46 Thailand AS133501 0.01 0.12 0.06 0.09
125.25.245.139 Thailand AS23989 0.01 0.12 0.06 0.09
181.46.44.179 Thailand AS23989 0.01 0.12 0.06 0.09
171.222.92.45 Thailand AS13485 0.01 0.12 0.06 0.09
223.206.224.46 Thailand AS45773 0.01 0.12 0.06 0.09
183.90.107.115 Thailand AS45773 0.02 0.24 0.06 0.09
171.225.239.214 Thailand AS13485 0.02 0.24 0.06 0.09
94.195.255.173 Russia AS31277 0.01 0.10 0.06 0.08
119.40.217.149 Thailand AS23989 0.01 0.12 0.05 0.08
171.225.128.109 Thailand AS13485 0.01 0.12 0.05 0.08
101.110.146.190 Thailand AS23989 0.01 0.12 0.05 0.08
101.111.123.13 Thailand AS23989 0.02 0.24 0.05 0.08
188.11.0.43 Mexico AS18149 0.02 0.29 0.05 0.07
77.28.11.93 Spain AS12349 0.02 0.29 0.05 0.07
72.199.50.43 United States AS10707 0.02 0.29 0.05 0.07
61.115.25.173 Taiwan AS9477 0.02 0.29 0.05 0.07
80.224.179.14 Spain AS12477 0.02 0.29 0.05 0.07
51.73.2.221 United States AS13925 0.02 0.29 0.05 0.07
185.232.118.206 Russia AS60261 0.02 0.29 0.05 0.07
100.2.221.125 United States AS10707 0.02 0.29 0.05 0.07
93.52.143.46 Italy AS12877 0.02 0.29 0.05 0.07
179.26.32.150 Uruguay AS16077 0.02 0.29 0.05 0.07
91.17.107.213 Russia AS12395 0.02 0.29 0.05 0.07
212.202.215.173 Ukraine AS209982 0.02 0.29 0.05 0.07
47.161.50.134 United States AS11653 0.02 0.29 0.05 0.07
189.252.107.179 Mexico AS18149 0.02 0.29 0.05 0.07
83.127.253.245 Poland AS15637 0.02 0.29 0.05 0.07
71.50.49.14 United States AS22779 0.02 0.29 0.05 0.07
67.87.254.35 United States AS12144 0.02 0.29 0.05 0.07
191.91.44.62 Argentina AS17301 0.02 0.29 0.05 0.07
119.31.39.205 Taiwan AS9477 0.02 0.29 0.05 0.07
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213.66.231.141 Sweden AS13307  0.02 029 0.05 0.07
188.219.28.109 Italy AS30725 ~ 0.02  0.29 0.05 0.07
188.29.31.197 Romania AS14717  0.02 029 0.05 0.07
184.137.194.189 United States AS11653  0.02  0.29 0.05 0.07
86.234.242.46 France AS13213  0.02 029 0.05 0.07
143.54.106.35 Canada AS10597  0.02  0.29 0.05 0.07
82.157.184.77 United Kingdom AS15109  0.02  0.29 0.05 0.07
78.158.124.246 Russia AS12395  0.02 029 0.05 0.07
76.116.188.131 United States AS13925  0.02 029 0.05 0.07
95.70.68.19 Russia AS12395  0.02 029 0.05 0.07
173.178.55.149 United States AS10707 ~ 0.02  0.29 0.05 0.07
136.34.146.29 United States AS16589  0.02  0.29 0.05 0.07
188.14.0.165 Mexico AS18149  0.02 029 0.05 0.07
76.68.225.107 Canada AS10597  0.02  0.29 0.05 0.07
68.133.209.213 United States AS10707 ~ 0.02  0.29 0.05 0.07
81.96.77.237 Israel AS12416  0.02  0.29 0.05 0.07
72.71.21.237 United States AS10707 ~ 0.02  0.29 0.05 0.07
218.157.190.235 Taiwan AS13485  0.02 029 0.05 0.07
98.114.145.155 United States AS10707 ~ 0.02  0.29 0.05 0.07
190.119.166.5 Mexico AS18149 002 029 0.05 0.07
188.3.211.61 Serbia AS31045  0.02  0.29 0.05 0.07
5.30.235.205 Israel AS12869  0.02 029 0.05 0.07
68.130.199.86 United States AS10707 ~ 0.02  0.29 0.05 0.07
78.214.31.77 Hungary AS15494 0.02 0.29 0.05 0.07
186.29.181.27 Colombia AS19435  0.02  0.29 0.05 0.07
69.236.178.13 United States AS12144  0.02 029 0.05 0.07
45.177.159.222 Brazil AS268950  0.02  0.29 0.05 0.07
104.221.10.221 Canada AS393701 0.02  0.29 0.05 0.07
79.30.112.13 Turkey AS47342  0.02  0.29 0.05 0.07
98.117.191.238 United States AS10707  0.02  0.29 0.05 0.07
136.35.227.189 United States AS16589  0.02  0.29 0.05 0.07
5.31.42.182 Israel AS12869  0.02  0.29 0.05 0.07
78.227.164.173 Uliieed g eehm AS15605 ~ 0.02  0.29 0.05 0.07
90.207.1.141 Romania AS18973  0.02  0.29 0.05 0.07
185.28.197.142 Hungary AS60693  0.02  0.29 0.05 0.07
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209.34.255.139 Cayman Islands AS16637 0.02 0.29 0.05 0.07
189.140.226.149 Mexico AS18149 0.02 0.29 0.05 0.07
76.190.222.37 Canada AS10597 0.02 0.29 0.05 0.07
201.111.222.109 Mexico AS18149 0.02 0.29 0.05 0.07
100.155.226.3 United States AS10707 0.02 0.29 0.05 0.07
105.84.196.141 Saint Kitts and Nevis AS11150 0.02 0.29 0.05 0.07
177.227.152.14 Brazil AS28637 0.02 0.29 0.05 0.07
187.133.65.123 Mexico AS18149 0.02 0.29 0.05 0.07
68.194.78.237 United States AS12144 0.02 0.29 0.05 0.07
48.11.169.29 United States AS11653 0.02 0.29 0.05 0.07
69.129.87.187 United States AS12144 0.02 0.29 0.05 0.07
47.33.66.54 Germany AS21419 0.02 0.29 0.05 0.07
121.255.212.166 Taiwan AS17829 0.02 0.29 0.05 0.07
97.108.26.67 United States AS10707 0.02 0.29 0.05 0.07
69.126.224.222 United States AS20445 0.02 0.29 0.05 0.07
97.108.26.75 United States AS10707 0.02 0.29 0.05 0.07
189.243.233.43 Mexico AS18149 0.02 0.29 0.05 0.07
61.228.194.67 Taiwan AS9477 0.02 0.29 0.05 0.07
92.100.117.77 United Arab Emirates AS11400 0.02 0.29 0.05 0.07
96.234.82.37 United States AS10707 0.02 0.29 0.05 0.07
47.156.68.77 United States AS11653 0.02 0.29 0.05 0.07
86.40.225.62 Russia AS12395 0.02 0.29 0.05 0.07
60.252.91.2571 Taiwan AS9477 0.02 0.29 0.05 0.07
223.18.179.125 New Zealand AS14782 0.02 0.29 0.05 0.07
48.16.205.5 United States AS11653 0.02 0.29 0.05 0.07
71.227.175.11 United States AS10707 0.02 0.29 0.05 0.07
190.56.212.229 Mexico AS18149 0.02 0.29 0.05 0.07
181.215.225.203 Argentina AS17301 0.02 0.29 0.05 0.07
47.204.172.99 United States AS11653 0.02 0.29 0.05 0.07
187.169.255.70 Mexico AS18149 0.02 0.29 0.05 0.07
31.183.96.173 Russia AS12395 0.02 0.29 0.05 0.07
83.176.104.229 Russia AS288211 0.02 0.29 0.05 0.07
74.136.20.21 Canada AS10597 0.02 0.29 0.05 0.07
78.218.54.174 Romania AS12317 0.02 0.29 0.05 0.07
97.108.194.115 United States AS10707 0.02 0.29 0.05 0.07
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95.80.184.245 Russia AS42685 0.02 0.29 0.05 0.07
46.175.42.110 Ukraine AS49181 0.02 0.29 0.05 0.07
12.219.65.69 United States AS13021 0.02 0.29 0.05 0.07
93.91.19.147 United Kingdom AS12512 0.02 0.29 0.05 0.07
12.218.193.62 United States AS13021 0.02 0.29 0.05 0.07
24.229.210.53 United States AS20126 0.02 0.29 0.05 0.07
72.202.160.43 United States AS10707 0.02 0.29 0.05 0.07
211.73.206.123 Taiwan AS9477 0.02 0.29 0.05 0.07
165.4.51.54 Russia AS196803 0.02 0.29 0.05 0.07
97.90.102.173 United States AS10707 0.02 0.29 0.05 0.07
41.11.150.173 South Africa AS36997 0.02 0.29 0.05 0.07
187.234.178.110 Mexico AS18149 0.02 0.29 0.05 0.07
46.152.46.141 Russia AS49109 0.02 0.29 0.05 0.07
70.172.61.46 Canada AS10597 0.02 0.29 0.05 0.07
176.184.200.243 Russia AS42302 0.02 0.29 0.05 0.07
85.132.10.238 Israel AS12813 0.02 0.29 0.05 0.07
189.176.240.99 Mexico AS18149 0.02 0.29 0.05 0.07
73.154.49.6 United States AS13925 0.02 0.29 0.05 0.07
114.154.221.165 Taiwan AS9477 0.02 0.29 0.05 0.07
72.172.106.229 Puerto Rico AS10405 0.02 0.29 0.05 0.07
96.200.140.229 United States AS13925 0.02 0.29 0.05 0.07
48.11.123.142 United States AS11653 0.02 0.29 0.05 0.07
173.190.81.67 United States AS10707 0.02 0.29 0.05 0.07
90.4.231.163 Israel AS7696 0.02 0.29 0.05 0.07
73.101.4.51 United States AS36155 0.02 0.29 0.05 0.07
153.38.239.6 Chile AS13421 0.02 0.29 0.05 0.07
71.126.139.109 United States AS10707 0.02 0.29 0.05 0.07
80.34.17.109 Spain AS9368 0.02 0.29 0.05 0.07
113.63.143.22 Vietnam AS45541 0.02 0.29 0.05 0.07
92.39.221.91 Russia AS197982 0.02 0.29 0.05 0.07
84.33.86.155 Netherlands AS33926 0.02 0.29 0.05 0.07
82.157.7.94 Portugal AS13254 0.02 0.29 0.05 0.07
97.112.221.22 United States AS10707 0.02 0.29 0.05 0.07
69.85.237.6 United States AS11792 0.02 0.29 0.05 0.07
176.157.75.254 United Kingdom AS15419 0.02 0.29 0.05 0.07
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47.197.24.77 United States AS11653 0.02 0.29 0.05 0.07
68.188.106.173 United States AS21797 0.02 0.29 0.05 0.07
184.147.236.205 Canada AS10597 0.02 0.29 0.05 0.07
114.147.50.37 Japan AS14733 0.02 0.01 0.05 0.00
176.180.105.6 Italy AS56909 0.02 0.29 0.05 0.07
149.108.34.133 Israel AS12813 0.02 0.29 0.05 0.07
71.107.14.93 United States AS10707 0.02 0.29 0.05 0.07
114.154.146.78 Taiwan AS9477 0.02 0.29 0.05 0.07
85.253.1.85 Israel AS12813 0.02 0.29 0.05 0.07
125.84.55.237 Taiwan AS13485 0.02 0.29 0.05 0.07
218.162.162.246 Taiwan AS9477 0.02 0.29 0.05 0.07
94.23.104.190 Israel AS41717 0.02 0.29 0.05 0.07
74.216.157.211 United States AS16187 0.02 0.29 0.05 0.07
189.165.78.3 Mexico AS18149 0.02 0.29 0.05 0.07
5.175.34.141 Russia AS50934 0.02 0.29 0.05 0.07
99.187.125.27 United States AS13021 0.02 0.29 0.05 0.07
118.165.94.3 Taiwan AS9477 0.02 0.29 0.05 0.07
201.246.109.118 Mexico AS18149 0.02 0.29 0.05 0.07
181.93.237.45 Argentina AS17301 0.02 0.29 0.05 0.07
188.66.214.181 Mexico AS18149 0.02 0.29 0.05 0.07
92.181.183.118 Spain AS12477 0.02 0.29 0.05 0.07
194.68.136.165 Ukraine AS47901 0.02 0.29 0.05 0.07
217.62.89.83 United States AS29760 0.02 0.29 0.05 0.07
48.46.53.198 United States AS11653 0.02 0.29 0.05 0.07
173.175.37.86 United States AS10707 0.02 0.29 0.05 0.07
108.163.186.59 United States AS10707 0.02 0.29 0.05 0.07
192.185.120.237 United States AS11438 0.02 0.29 0.05 0.07
61.65.2.157 Taiwan AS131605 0.02 0.29 0.05 0.07
2.44.133.5 Palestine AS12973 0.02 0.29 0.05 0.07
48.11.253.125 United States AS11653 0.02 0.29 0.05 0.07
82.57.244.59 Italy AS13275 0.02 0.29 0.05 0.07
114.34.167.91 Taiwan AS9477 0.02 0.29 0.05 0.07
187.230.75.29 Mexico AS18149 0.02 0.29 0.05 0.07
89.111.183.157 Russia AS12395 0.02 0.29 0.05 0.07
123.22.90.53 Vietnam AS45910 0.02 0.29 0.05 0.07
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Address

100.38.221.61
108.37.133.107
70.25.11.61
72.211.49.125
12.135.252.190
108.143.215.190
122.118.173.51
85.252.214.141
100.8.177.147
50.199.88.59
48.10.157.6
70.30.232.53
188.192.161.62
79.211.146.83
190.39.240.141
99.229.153.14
70.33.13.671
72.56.193.91
100.39.35.227
85.252.243.70
72.81.222.29
108.128.160.149
187.235.170.91
70.149.90.53
95.108.189.187
201.112.39.115
108.25.179.62
72.191.238.133
112.112.163.141
70.116.173.53

72.71.167.37
187.225.67.213
210.7.222.45
72.171.229.245
183.202.44.206

United States
United States
United States
United States
United States
United States
Taiwan

Israel

United States
United States
United States
Canada
Ukraine
Germany
Mexico
Canada
Canada
United States
United States
Israel

United States
United States
Mexico
Canada
Russia
Mexico
United States
United States

Taiwan
United States

United States
Mexico
Canada

United States

Vietnam

“

AS10707
AS10707
AS10707
AS10707
AS13021
AS10707

AS9477
AS12813
AS10707
AS13925
AS11653
AS10597
AS28781

AS9336
AS18149

AS6821
AS10597
AS10707
AS10707
AS12813
AS10707
AS10707
AS18149
AS10597
AS41149
AS18149
AS10707
AS10707

AS9477
AS11438

AS10707
AS18149
AS54629
AS16187
AS18414

0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02

0.02
0.02
0.02
0.02
0.02

0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29

0.29
0.29
0.29
0.29
0.29

0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05

0.05
0.05
0.05
0.05
0.05

| Max | TotalData
| Mpps | Gbps [ Mp ]

b
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07
0.07

0.07
0.07
0.07
0.07
0.07
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61.114.135.165 Taiwan AS9477 0.02 0.29 0.05 0.07
207.221.34.198 Canada AS68671 0.02 0.29 0.05 0.07
212.154.211.5 Russia AS12395 0.02 0.29 0.05 0.07
201.112.107.94 Mexico AS18149 0.02 0.29 0.05 0.07
78.94.7.69 Hungary AS15494 0.02 0.29 0.05 0.07
108.43.20.91 United States AS10707 0.02 0.29 0.05 0.07
114.160.98.62 Taiwan AS9477 0.02 0.29 0.05 0.07
188.37.1.94 Mexico AS18149 0.02 0.29 0.05 0.07
188.34.123.253 Mexico AS18149 0.02 0.29 0.05 0.07
158.228.234.134 United States AS46453 0.02 0.29 0.05 0.07
190.34.25.67 Mexico AS18149 0.02 0.29 0.05 0.07
204.238.212.75 United States AS23133 0.02 0.29 0.05 0.07
12.228.239.101 United States AS54464 0.02 0.29 0.05 0.07
100.122.129.238 United States AS10707 0.02 0.29 0.05 0.07
178.165.136.54 Poland AS15637 0.02 0.29 0.05 0.07
61.117.206.43 Taiwan AS9477 0.02 0.29 0.05 0.07
45.178.83.213 Brazil AS268968 0.02 0.29 0.05 0.07
47.182.249.109 United States AS11653 0.02 0.29 0.05 0.07
48.63.211.246 United States AS11653 0.02 0.29 0.05 0.07
187.169.194.118 Mexico AS18149 0.02 0.29 0.05 0.07
189.143.35.99 Mexico AS18149 0.02 0.29 0.05 0.07
81.160.189.227 United Kingdom AS8872 0.02 0.29 0.05 0.07
173.30.116.182 United States AS30045 0.02 0.29 0.05 0.07
48.12.199.245 United States AS11653 0.02 0.29 0.05 0.07
37.94.168.141 Taiwan AS9477 0.02 0.29 0.05 0.07
62.89.242.253 Taiwan AS9477 0.02 0.29 0.05 0.07
47.158.62.198 United States AS11653 0.02 0.29 0.05 0.07
188.60.174.139 Mexico AS18149 0.02 0.29 0.05 0.07
188.34.22.238 Mexico AS18149 0.02 0.29 0.05 0.07
109.171.106.237 Portugal AS8869 0.02 0.29 0.05 0.07
96.234.41.163 United States AS10707 0.02 0.29 0.05 0.07
109.214.47 .14 Serbia AS14416 0.02 0.29 0.05 0.07
100.119.32.157 Canada AS6821 0.02 0.29 0.05 0.07
148.77.86.5 United States AS12144 0.02 0.29 0.05 0.07
108.136.115.45 United States AS10707 0.02 0.29 0.05 0.07
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74.224.59.118
97.98.62.77
80.242.130.195
216.48.175.182
46.150.22.22
86.131.224.43
59.249.11.229
81.249.155.182
179.186.153.62
94.60.206.134
188.80.248.230
87.87.26.93
76.190.165.221
98.132.70.59
153.170.51.142
84.72.227.246
46.155.222.59
70.24.164.86
109.108.155.206
81.36.113.46
73.158.101.254
104.159.252.155
108.176.124.229
82.165.208.139
70.23.11.45
177.84.7.109
69.118.191.117
163.79.187.134
96.36.161.237
109.69.37.171

48.31.21.253
169.122.149.147
68.134.2.197
61.231.212.254
86.101.52.190

United States
United States
Russia

United States
Russia

United Kingdom
Taiwan
Guadeloupe
Brazil

United Arab Emirates
Mexico

France

Canada

United States
Japan

United Kingdom
Montenegro
United States
United States
Spain

United States
United States
United States
United Kingdom
United States
Turkey

United States
Dominica
United States

Israel

United States

South Africa

United States
Taiwan

United Arab Emirates

AS10707
AS10707
AS35525
AS395813
AS44072
AS15109
AS9477
AS13213
AS18901
AS11400
AS18149
AS13213
AS10597
AS11349
AS14733
AS11381
AS18605
AS10707
AS13021
AS9368
AS13925
AS21757
AS10707
AS15109
AS10707
AS14389
AS12144
AS40965
AS20126
AS12813

AS11653
AS37622
AS10707

AS9477
AS11400

0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02
0.02

0.02
0.02
0.02
0.02
0.02

0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.29
0.28
0.29
0.29

0.29
0.29
0.29
0.29
0.29

Total Data
| mp [ Gb |
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07
0.05 0.07


https://creatia.securelayer.com/

Technical Summary

)(Global Secure Layer

ANALYSIS BY SOURCE ADDRESS (CONTINUED)

Total Data

e e | e

148.101.163.205 Israel AS12813 0.02 0.29 0.05 0.07
98.231.130.109 United States AS10707 0.02 0.29 0.05 0.07
64.236.229.37 United States AS25789 0.02 0.29 0.05 0.07
210.177.1.222 New Zealand AS14782 0.02 0.29 0.05 0.07
190.1.178.5 Mexico AS18149 0.02 0.29 0.05 0.07
105.111.205.6 United States AS393693 0.02 0.29 0.05 0.07
142.236.242.107 Canada AS10597 0.02 0.29 0.05 0.07
47.182.26.59 United States AS11653 0.02 0.29 0.05 0.07
93.149.252.235 Italy AS30725 0.02 0.29 0.05 0.07
91.212.234.189 Uzbekistan AS21021 0.02 0.29 0.05 0.07
177.197.161.246 Brazil AS28149 0.02 0.29 0.05 0.07
190.37.151.125 Mexico AS18149 0.02 0.29 0.05 0.07
141.7.220.67 United States AS12117 0.02 0.29 0.05 0.07
189.181.123.213 Mexico AS18149 0.02 0.29 0.05 0.07
190.108.130.213 Mexico AS18149 0.02 0.29 0.05 0.07
99.243.147.13 Canada AS6821 0.02 0.29 0.05 0.07
207.203.95.43 Canada AS6861 0.02 0.29 0.05 0.07
5.16.143.230 Romania AS14717 0.02 0.29 0.05 0.07
149.92.10.189 Portugal AS12373 0.02 0.29 0.05 0.07
108.148.164.125 United States AS10707 0.02 0.29 0.05 0.07
98.225.118.219 United States AS10805 0.02 0.29 0.05 0.07
77.252.220.46 Netherlands AS33926 0.02 0.29 0.05 0.07
63.137.253.229 Cayman Islands AS16637 0.02 0.29 0.05 0.07
128.228.171.142 Singapore AS15509 0.02 0.29 0.05 0.07
220.135.47.107 Taiwan AS9477 0.02 0.29 0.05 0.07
72.202.31.142 United States AS10707 0.02 0.29 0.05 0.07
122.118.13.86 Taiwan AS9477 0.02 0.29 0.05 0.07
71.181.126.37 United States AS10707 0.02 0.29 0.05 0.07
82.138.107.131 United Kingdom AS15109 0.02 0.29 0.05 0.07
187.208.235.150 Mexico AS18149 0.02 0.29 0.05 0.07
104.186.130.214 United States AS13021 0.02 0.29 0.05 0.07
220.255.133.141 Taiwan AS9477 0.02 0.29 0.05 0.07
107.131.158.203 United States AS13021 0.02 0.29 0.05 0.07
47.158.56.134 United States AS11653 0.02 0.29 0.05 0.07
82.180.41.173 Italy AS13275 0.02 0.29 0.05 0.07
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109.209.76.221 Ukraine AS43150 0.02 0.29 0.05 0.07
148.77.47.29 United States AS12144 0.02 0.29 0.05 0.07
59.127.217.254 Taiwan AS9477 0.02 0.29 0.05 0.07
79.179.29.133 Israel AS12813 0.02 0.29 0.05 0.07
59.248.198.237 Taiwan AS9477 0.02 0.29 0.05 0.07
71.188.208.243 United States AS10707 0.02 0.29 0.05 0.07
186.174.222.230 Uruguay AS16077 0.02 0.29 0.05 0.07
83.151.35.54 Italy AS31317 0.02 0.29 0.05 0.07
68.101.68.253 United States AS22779 0.02 0.29 0.05 0.07

201.172.27.181 Mexico AS18149 0.02 0.29 0.05 0.07
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