)(Global Secure Layer

Attack Report Overview

Prefix: ::ffff:203.10.98.41/32 Cumulative Size over Attack: 0.116475 Gigabytes

Starting: 29th August 2024 11:23:21 0.10888 Million Packets

Finishing: 2 gl 20 A2 e Global Peak Size for Attack: 0.91734 Gigabit / Sec

0.08437 Million Packets / Sec

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an
attack. We collect metrics using standard sampled flow methodology, and as such metrics are
representative of data collected during sampling, which means that the information present in this report is

best effort and you cannot expect a 1:1 overview for every packet that transits through our network.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances, and as

such legitimate traffic will be mixed in with the illegitimate traffic.

This report contains the most significant information collected during our attack monitoring. As such, only
the top five values for each section will be shown as anything outside of this has minimal significance. A

further ten values are also named to give an understanding.



SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

Tokyo (98.9%) Singapore (0.2%) Tokyo (100.0%)

\Sydney (0.2%)
“Paris (0.7%)

Singapore (0.0%)
-Sydney (0.0%)
\Paris (0.0%)

Million Packets Per Second Gigabits Per Second
Sum mpp/sec Sum gbit/sec

Tokyo 98.9% 0.108 Tokyo 99.9% 0.931
Paris 0.7% 0.001 Paris < 0.1% 0
Sydney 0.2% O Sydney <0.1% 0

Singapore 0.2% O Singapore < 0.1% 0



AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.
AS32590 (71.5%)

N\

AS32590 (98.0%) -
—Other (4.7%)

'\\;\A5135377 (0.7%)
\
,,\\\i\\\\AS%lS (0.7%)
AN\
P AS1299 (0.7%)

+ANENY
4N \\\\\\\\\ AS41717 (0.7%)

N\ \\ \ \‘\\ \\ \\\\\\As3215 (0.7%) || AS2914 (0.0%)
\\ \ O\ \\\\\\\\\A52914 (0.7%) |AS56042 (0.1%)
RN \\\\\\\As56042 (1.1%) | AS9605 (0.1%)
AR \\\\\\\\Asgsos (1.1%) AS17858 (0.2%)
\\\ \\\\\\\\\\\LA817858 (1.5%) |AS142132 (0.1%)
\ \ \\\\A5142132 (1.9%) 'AS131950 (0.1%)
\ \\\\\Asnlgso (1.9%) AS132203 (0.1%)
N\ LAS132203 (2.3%) 'AS4766 (0.3%)
\LAS4766 (3.0%) |AS21859 (0.4%)

\

\-AS21859 (6.8%)

Million Packets Per Second Gigabits Per Second
| asn | Percentage | summpp/sec J asn | percentage | sumgbit/sec

AS32590 71.5% 0.078 AS32590 98% 0.913
AS21859 6.8% 0.007 AS21859 0.4% 0.004
AS4766 3% 0.003 AS4766 0.3% 0.003
AS132203 2.3% 0.002 AS17858 0.2% 0.002
AS131950 1.9% 0.002 AS132203 0.1% 0.001
AS142132 1.9% 0.002 AS131950 0.1% 0.001
AS17858 1.5% 0.002 AS142132 0.1% 0.001
AS9605 1.1% 0.001 AS9605 0.1% 0.001
AS56042 1.1% 0.001 AS56042 0.1% 0.001
AS2914 0.7% 0.001 AS41717 0.1% 0.001
AS3215 0.7% 0.001 AS9318 0.1% 0.001
AS41717 0.7% 0.001 AS2914 <0.1% 0
AS1299 0.7% 0.001 AS3215 < 0.1% 0
AS9318 0.7% 0.001 AS1299 <0.1% 0
AS135377 0.7% 0.001 AS135377 < 0.1% 0]

Other 4.7% 0.005 Other 0.4% 0.003



PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.
TCP (71.5%)

\

TCP (98.0%) -

S - UDP (2.0%)

UDP (28.5%

)
Million Packets Per Second Gigabits Per Second
Sum mpp/sec Sum gbit/sec

TCP 71.5% 0.078 TCP 98% 0.913

UDP 28.5% 0.031 UDP 2% 0.018



SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.
45.121.184.46 (33.1%) 45.121.184.46 (45.1%)

45.121.184.36 (22.6%)

——— Other (1.4%)

150.109.205.102 (0.0%)
|

' 4 '} 156.59.25.126 (0.0%)
o . Other (18.4%) . 1156.59.25.19 (0.0%)
45.121.184.39 (11.7%) . \
45.121.184.36 (30.7%) |180.147.220.33 (0.0%)
/ v 1 AN

45.121.184.42 (4.1%) VR 150.109.205.102 (0.7%)
ppZZani\ 11:211.222.188.54 (0.1%)
§(16.49
o
|

156.59.25.16 (1.5%)//{/ |1156.59.25.126 (0.7%) 45.121.184\ (16.9%)

. J
Y, AN 86.209.0.42 (0.0%)
27.230.97.16 (1.1%)// L 1111-156.59.25.19 (0.7%)

VL
\\ \ IR
118.46.197.1 (1.1%) |11-180.147.220.33 (0.7%) 0

\\\\\211.222.188.54 (0.7%)
\\\\\ 86.209.0.42 (0.7%) o
\\\ 183.200.136.117 (1.1%)
1156.231.136.18 (1.1%)

-183.200.136.117 (0.1%)
H“—156.231.136.18 (0.1%)

“ 118.46.197.1 (0.1%)
H‘L27.23o.97.16 (0.1%)
1156.59.25.16 (0.1%)

|
+45.121.184.42 (5.8%)

Million Packets Per Second Gigabits Per Second

Source Address Sum mpp/sec Source Address Sum gbit/sec

45.121.184.46 33.1% 0.036 45.121.184.46 45.1% 0.421
45.121.184.36 22.6% 0.025 45.121.184.36 30.7% 0.286
45.121.184.39 11.7% 0.013 45.121.184.39 16.4% 0.152
45.121.184.42 4.1% 0.005 45.121.184.42 5.8% 0.054
156.59.25.16 1.5% 0.002 156.59.25.16 0.1% 0.001
27.230.97.16 1.1% 0.001 27.230.97.16 0.1% 0.001
118.46.197.1 1.1% 0.001 118.46.197.1 0.1% 0.001
156.231.136.18 1.1% 0.001 156.231.136.18 0.1% 0.001
183.200.136.117 1.1% 0.001 183.200.136.117 0.1% 0.001
86.209.0.42 0.7% 0.001 211.222.188.54 0.1% 0.001
211.222.188.54 0.7% 0.001 86.209.0.42 <0.1% 0]
180.147.220.33 0.7% 0.001 180.147.220.33 <0.1% 0
156.59.25.19 0.7% 0.001 156.59.25.19 <0.1% 0]
156.59.25.126 0.7% 0.001 156.59.25.126 <0.1% 0
150.109.205.102 0.7% 0.001 150.109.205.102 <0.1% 0]
Other 18.4% 0.019 Other 1.4% 0.012



SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.
443 (71.5%)

\

443 (98.0%) -

—Other (1.2%)
57859 (0.0%)
| 50175 (0.1%)
" Other (16.3%) \ 49607 (0.0%)
\\ 48888 (0.0%)
57859 (0.7%) 141861 (0.1%)
56487 (1-5%”// &50175 (0.7%) \’\ 34099 (0.0%)
55391 (1.1%) 49607 (0.7%) [ 14165 (0.0%)
51128 (1.1%) 48888 (0.7%) 12815 (0.1%)
41861 (0.7%) 154362 (0.0%)

34099 (0.7%) 8820 (0.1%)
14165 (0.7%) 25092 (0.1%)
12815 (0.7%) 51128 (0.1%)
54362 (0.7%) 155391 (0.1%)
8820 (1.1%) 56487 (0.1%)

25092 (1.1%)

Million Packets Per Second Gigabits Per Second

443 71.5% 0.078 443 98% 0.913
56487 1.5% 0.002 56487 0.1% 0.001
55391 1.1% 0.001 55391 0.1% 0.001
51128 1.1% 0.001 51128 0.1% 0.001
25092 1.1% 0.001 25092 0.1% 0.001
8820 1.1% 0.001 8820 0.1% 0.001
54362 0.7% 0.001 12815 0.1% 0.001
12815 0.7% 0.001 41861 0.1% 0.001
14165 0.7% 0.001 50175 0.1% 0.001
34099 0.7% 0.001 54362 <0.1% 0
41861 0.7% 0.001 14165 <0.1% 0]
48888 0.7% 0.001 34099 <0.1% 0
49607 0.7% 0.0071 48888 <0.1% 0]
50175 0.7% 0.001 49607 <0.1% 0
57859 0.7% 0.001 57859 <0.1% 0]

Other 16.3% 0.017 Other 1.2% 0.01



DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

52550 (21.8%) 52550 (29.3%)

8888 (22.1%)
52545 (23.3%)

8888 (1.2%)
52556 (0.5%)
29019 (0.0%)
52552 (1.1%)
52563 (2.6%)

/ |

%

52556 (0.4%)
29019 (0.4%)
52552 (0.7%)
52563 (1.9%)

52545 (16.9%)

=

\

- =

52541 (4.1%) 52544 (14.8%)
52541 (5.8%)

|

52553 (13.7%)

52544 (10.5%) !
52553 (9.8%)

52557 (5.3%)

52557 (6.9%)
5317 (0.7%)

Million Packets Per Second Gigabits Per Second
Destination Port Sum mpp/sec Destination Port Sum gbit/sec

5317 (6.0%)

8888 22.1% 0.024 52550 29.3% 0.273
52550 21.8% 0.024 52545 23.3% 0.217
52545 16.9% 0.018 52544 14.8% 0.138
52544 10.5% 0.011 52553 13.7% 0.128
52553 9.8% 0.011 52557 6.9% 0.065
5317 6% 0.007 52541 5.8% 0.054
52557 5.3% 0.006 52563 2.6% 0.025
52541 4.1% 0.005 8888 1.2% 0.012
52563 1.9% 0.002 52552 1.1% 0.01
52552 0.7% 0.001 5317 0.7% 0.007
29019 0.4% 0 52556 0.5% 0.005

52556 0.4% 0 29019 <0.1% 0



ANALYSIS BY APPLIANCE REGION

Sydney

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Singapore

1.5E-5 Gigabytes
0.00017 Million Packets

0.00012 Gigabit / Sec
0.00017 Million Packets / Sec

AS139077
Australia

UDP
121.200.213.3
47736

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

1.375E-5 Gigabytes
0.00017 Million Packets

0.00011 Gigabit / Sec
0.00017 Million Packets / Sec

AS133481
Thailand

uDP
58.136.206.211
54129

8888



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Paris

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Tokyo

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS3215
France

UDP
86.209.0.42
49607

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.11641375 Gigabytes
0.10772 Million Packets

0.91734 Gigabit / Sec

0.08437 Million Packets / Sec

AS1299, AS21859, AS131950, AS142132, AS9318, AS135377, AS141167,
AS9605, AS4766, AS2914 + 12 others

Germany, Japan, Korea, Hong Kong, Taiwan, Thailand, China
UDP, TCP

80.239.142.104, 156.59.25.19, 202.226.27.228, 156.59.28.75, 156.59.28.81,
202.226.27.244,156.231.136.18, 1.244.213.154, 128.14.99.83,
165.154.45.239 + 45 others

48888, 14165, 34542, 64667, 9791, 31837, 25092, 51439, 36525, 9454 + 42

others

8888, 5317, 52541, 52550, 52552, 52563, 52544, 52557, 29019, 52553 + 2

others



ANALYSIS BY SOURCE ASN

AS133481

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS139077

1.375E-5 Gigabytes
0.00017 Million Packets

0.00011 Gigabit / Sec
0.00017 Million Packets / Sec

Thailand
Singapore

UDP
58.136.206.211
54129

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

1.5E-5 Gigabytes
0.00017 Million Packets

0.00012 Gigabit / Sec
0.00017 Million Packets / Sec

Australia
Sydney

UDP
121.200.213.3
47736

8888



ANALYSIS BY SOURCE ASN (CONTINUED)

AS2914

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS3215

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Japan
Tokyo

ubDP

61.200.84.121, 61.200.84.112

58650, 41042

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

France

Paris

UDP
86.209.0.42
49607

8888



ANALYSIS BY SOURCE ASN (CONTINUED)

AS41717

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS45102

6.75E-5 Gigabytes
0.00081 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

Japan

Tokyo

UDP
103.99.76.86
41861

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Japan
Tokyo

UDP
8.209.253.9
20978

8888



ANALYSIS BY SOURCE ASN (CONTINUED)

AS1299

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS9318

4.875E-5 Gigabytes
0.00081 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

Germany

Tokyo

UDP
80.239.142.104
48888

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.0001075 Gigabytes
0.00081 Million Packets

0.00046 Gigabit / Sec
0.0004 Million Packets / Sec

Korea
Tokyo

uDP

1.244.213.154,116.121.95.223

51439, 62727

5317



ANALYSIS BY SOURCE ASN (CONTINUED)

AS9605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS9824

7.125E-5 Gigabytes
0.00122 Million Packets

0.00032 Gigabit / Sec
0.0004 Million Packets / Sec

Japan

Tokyo

UDP
27.230.97.16
55391

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Japan

Tokyo

UDP
110.131.62.107
52018

8888



ANALYSIS BY SOURCE ASN (CONTINUED)

AS9924

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS141167

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Taiwan

Tokyo

UDP
118.232.23.50
43805

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

3.25E-5 Gigabytes
0.0004 Million Packets

0.00026 Gigabit / Sec
0.0004 Million Packets / Sec

Japan

Tokyo

UDP
103.101.220.179
65395

8888



ANALYSIS BY SOURCE ASN (CONTINUED)

AS137263

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS135377

3.75E-5 Gigabytes
0.0004 Million Packets

0.0003 Gigabit / Sec
0.0004 Million Packets / Sec

Hong Kong
Tokyo

UDP
156.245.2.184
37548

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Hong Kong, Japan
Tokyo

uDP

165.154.45.239, 152.32.202.89

9454, 6743

8888, 29019



ANALYSIS BY SOURCE ASN (CONTINUED)

AS17511

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

Japan

Tokyo

UDP
180.147.220.33
54362

8888



ANALYSIS BY SOURCE COUNTRY

Australia

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Germany

1.5E-5 Gigabytes
0.00017 Million Packets

0.00012 Gigabit / Sec
0.00017 Million Packets / Sec

AS139077
Sydney

UDP
121.200.213.3
47736

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

4.875E-5 Gigabytes
0.00081 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

AS1299

Tokyo

UDP
80.239.142.104
48888

8888



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

France

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Taiwan

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS3215
Paris

UDP
86.209.0.42
49607

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS9924

Tokyo

UDP
118.232.23.50
43805

8888



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Thailand

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

China

4.5E-5 Gigabytes
0.00098 Million Packets

0.00036 Gigabit / Sec
0.00098 Million Packets / Sec

AS131445, AS133481
Tokyo, Singapore

ubDP

49.230.140.67, 58.136.206.211

42038, 54129

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

9.875E-5 Gigabytes
0.00122 Million Packets

0.00079 Gigabit / Sec
0.00122 Million Packets / Sec

AS56042

Tokyo

UDP
183.200.136.117
8820

8888



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Hong Kong
CUMULATIVE SIZE: 0.000145 Gigabytes
0.00204 Million Packets
PEAK SIZE: 0.00058 Gigabit / Sec
0.00122 Million Packets / Sec
SOURCE AS AS21859, AS135377, AS132203, AS137263
MITIGATION SITES Tokyo
PROTOCOL UDP
SOURCE ADDRESS 128.14.99.83, 165.154.45.239, 43.154.93.66, 156.245.2.184
SOURCE PORT 36525, 9454, 42529, 37548

DESTINATION PORT 8888

Korea
CUMULATIVE SIZE: 0.000845 Gigabytes

0.00655 Million Packets
PEAK SIZE: 0.00208 Gigabit / Sec

0.00204 Million Packets / Sec
SOURCE AS AS9318, AS4766, AS17858, AS9981
MITIGATION SITES Tokyo
PROTOCOL UDP

1.244.213.154, 59.17.106.183, 118.46.197.1, 124.54.196.249,
SOURCE ADDRESS 114.129.231.210, 211.222.188.54, 125.188.178.7, 116.121.95.223,
116.37.242.20, 121.130.57.110 + 1 others

51439, 51074, 51128, 12815, 61802, 50175, 54529, 62727, 62557, 58731 + 1
SOURCE PORT o
others

DESTINATION PORT 5317



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Japan

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.11522625 Gigabytes
0.09584 Million Packets

0.91503 Gigabit / Sec
0.08192 Million Packets / Sec

AS21859, AS131950, AS142132, AS141167, AS9605, AS2914, AS132203,
AS17511, AS41717, AS45102 + 3 others

Tokyo
ubP, TCP

156.59.25.19, 202.226.27.228, 156.59.28.75, 156.59.28.81, 202.226.27.244,
156.231.136.18, 156.59.25.126, 103.101.220.179, 27.230.97.16, 156.59.25.16
+ 26 others

14165, 34542, 64667, 9791, 31837, 25092, 57859, 65395, 55391, 56487 + 23

others

8888, 52544, 52557, 29019, 52553, 52545, 52541, 52550, 52552, 52563 + 1

others



ANALYSIS BY PROTOCOL

UDP

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

TCP

0.00230125 Gigabytes

0.03106 Million Packets

0.00543 Gigabit / Sec

0.00877 Million Packets / Sec

AS3215, AS139077, AS1299, AS21859, AS131950, AS142132, AS9318,
AS135377, AS141167, AS9605 + 14 others

France, Australia, Germany, Japan, Korea, Hong Kong, Taiwan, China, Thailand
Paris, Sydney, Tokyo, Singapore

86.209.0.42, 121.200.213.3, 80.239.142.104, 156.59.25.19, 202.226.27.228,
156.59.28.75, 156.59.28.81, 202.226.27.244, 156.231.136.18, 1.244.213.154 +

44 others

49607, 47736, 48888, 14165, 34542, 64667, 9791, 31837, 25092, 51439 + 44

others

8888, 5317, 29019

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.1141725 Gigabytes

0.07782 Million Packets

0.91338 Gigabit / Sec

0.07782 Million Packets / Sec

AS32590
Japan

Tokyo

45.121.184.46, 45.121.184.42, 45.121.184.36, 45.121.184.39

443

52550, 52541, 52544, 52557, 52553, 52556, 52545, 52552, 52563



ANALYSIS BY DESTINATION PORT

Destination Port 29019

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS135377
Japan

Tokyo

UDP
152.32.202.89

6743

Destination Port 52556

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.00061375 Gigabytes
0.0004 Million Packets

0.00491 Gigabit / Sec
0.0004 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.36

443



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52552

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

Destination Port 5317

0.00122875 Gigabytes
0.00081 Million Packets

0.00983 Gigabit / Sec
0.00081 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.46

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

0.000845 Gigabytes
0.00655 Million Packets

0.00208 Gigabit / Sec
0.00204 Million Packets / Sec

AS9318, AS4766, AS17858, AS9981

Korea
Tokyo

UDP

1.244.213.154, 59.17.106.183, 118.46.197.1, 124.54.196.249,
114.129.231.210, 211.222.188.54, 125.188.178.7, 116.121.95.223,
116.37.242.20, 121.130.57.110 + 1 others

SOURCE ADDRESS

51439, 51074, 51128, 12815, 61802, 50175, 54529, 62727, 62557, 58731 + 1
SOURCE PORT

others



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52563

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.00307125 Gigabytes
0.00204 Million Packets

0.02457 Gigabit / Sec
0.00204 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.39

443

Destination Port 52541

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.0067575 Gigabytes
0.0045 Million Packets

0.05406 Gigabit / Sec
0.0045 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.42

443



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52557

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

Destination Port 8888

0.00806625 Gigabytes
0.00573 Million Packets

0.06453 Gigabit / Sec
0.00573 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.36

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.00144125 Gigabytes
0.02409 Million Packets

0.00343 Gigabit / Sec
0.00696 Million Packets / Sec

AS21859, AS131950, AS142132, AS135377, AS141167, AS9605, AS2914,
AS139077, AS3215, AS1299 + 10 others

Japan, Hong Kong, Australia, France, Germany, Taiwan, Thailand, China
Tokyo, Sydney, Paris, Singapore
UDP

156.59.25.19, 202.226.27.228, 156.59.28.75, 156.59.28.81, 202.226.27.244,
156.231.136.18, 128.14.99.83, 165.154.45.239, 156.59.25.126,
103.101.220.179 + 32 others

14165, 34542, 64667, 9791, 31837, 25092, 36525, 9454, 57859, 65395 + 32

others



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52553

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.01597375 Gigabytes
0.01064 Million Packets

0.12779 Gigabit / Sec
0.01064 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.39

443

Destination Port 52544

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.0172025 Gigabytes

0.01146 Million Packets

0.13762 Gigabit / Sec
0.01146 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.46

443



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52545

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.02711375 Gigabytes
0.01843 Million Packets

0.21691 Gigabit / Sec
0.01843 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.36

443

Destination Port 52550

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.03414 Gigabytes
0.02375 Million Packets

0.27312 Gigabit / Sec
0.02375 Million Packets / Sec

AS32590
Japan

Tokyo

TCP
45.121.184.46

443



ANALYSIS BY SOURCE PORT

Source Port 54129

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 47736

1.375E-5 Gigabytes
0.00017 Million Packets

0.00011 Gigabit / Sec
0.00017 Million Packets / Sec

AS133481
Thailand
Singapore

UDP
58.136.206.211

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

1.5E-5 Gigabytes
0.00017 Million Packets

0.00012 Gigabit / Sec
0.00017 Million Packets / Sec

AS139077
Australia
Sydney

UDP
121.200.213.3

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 52018

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 54362

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS9824

Japan

Tokyo

UDP
110.131.62.107

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

3.0E-5 Gigabytes
0.00081 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS17511

Japan

Tokyo

UDP
180.147.220.33

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 12815

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 14165

9.25E-5 Gigabytes
0.00081 Million Packets

0.00043 Gigabit / Sec
0.0004 Million Packets / Sec

AS17858

Korea

Tokyo

UDP
124.54.196.249

5317

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

4.875E-5 Gigabytes
0.00081 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

AS21859
Japan

Tokyo

UDP
156.59.25.19

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 14772

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 15885

2.75E-5 Gigabytes

0.0004 Million Packets

0.00022 Gigabit / Sec
0.0004 Million Packets / Sec

AS132203
Japan

Tokyo

UDP
150.109.196.166

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

3.375E-5 Gigabytes
0.0004 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

AS132203
Japan

Tokyo

UDP
150.109.205.108

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 17132

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 17530

3.375E-5 Gigabytes

0.0004 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

AS131950
Japan

Tokyo

UDP
111.235.76.82

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

3.25E-5 Gigabytes
0.0004 Million Packets

0.00026 Gigabit / Sec
0.0004 Million Packets / Sec

AS21859
Japan

Tokyo

UDP
122.10.159.37

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 19789

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 20779

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS132203
Japan

Tokyo

UDP
43.153.172.86

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

3.375E-5 Gigabytes
0.0004 Million Packets

0.00027 Gigabit / Sec
0.0004 Million Packets / Sec

AS21859
Japan

Tokyo

UDP
128.1.110.166

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 20978

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS

DESTINATION PORT

Source Port 21080

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS45102
Japan
Tokyo

UDP
8.209.253.9

8888

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

2.75E-5 Gigabytes
0.0004 Million Packets

0.00022 Gigabit / Sec
0.0004 Million Packets / Sec

AS142132
Japan

Tokyo

UDP
156.231.136.81

8888



ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 27736

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

DESTINATION PORT

1.5E-5 Gigabytes
0.0004 Million Packets

0.00012 Gigabit / Sec
0.0004 Million Packets / Sec

AS131950
Japan

Tokyo

UDP
103.57.49.16

8888



