
Attack Report

Starting: 9th September 2024 05:43:52 Cumulative Attack Size: 0.51 GB

430,080 Packets

Finishing: 9th September 2024 05:47:52 Global Peak Attack Size: 0.86016 Gbps

0.07168 Mpps

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using sampled flow methodology.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances.

Therefore legitimate traffic will be mixed in with the illegitimate traffic.

This report only highlights singificant information collected during attack monitoring. As such, only the top

fifteen values will be shown. In charts, anything smaller than 1% will be placed into the 'Other' category.

ATTACK TIMELINE

These are the rates seen during this attack prior to scrubbing.
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SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

Packet Volume

Site Percentage Sum Million Packets

Sydney 100% 0.43

Gigabytes

Site Percentage Sum Gigabytes

Sydney 100% 0.512
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AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

Packet Volume

ASN Percentage Sum Million Packets

AS13335 100% 0.43

Gigabytes

ASN Percentage Sum Gigabytes

AS13335 100% 0.512
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PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

Packet Volume

Protocol Percentage Sum Million Packets

TCP 100% 0.43

Gigabytes

Protocol Percentage Sum Gigabytes

TCP 100% 0.512
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SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.

Packet Volume

Source Address Percentage Sum Million Packets

104.16.97.215 35.71% 0.154

104.16.29.34 16.67% 0.072

104.16.30.34 11.9% 0.051

104.16.99.215 9.52% 0.041

162.158.164.154 7.14% 0.031

172.68.0.227 4.76% 0.02

172.68.0.229 2.38% 0.01

172.68.0.190 2.38% 0.01

172.68.0.146 2.38% 0.01

104.16.3.35 2.38% 0.01

162.158.164.190 2.38% 0.01

162.158.164.188 2.38% 0.01

Gigabytes

Source Address Percentage Sum Gigabytes

104.16.97.215 44.98% 0.23

104.16.29.34 20.99% 0.108

104.16.30.34 14.99% 0.077

104.16.99.215 11.99% 0.061

162.158.164.154 3.21% 0.016

104.16.3.35 3% 0.015

172.68.0.227 0.21% 0.001

172.68.0.190 0.16% 0.001

162.158.164.188 0.16% 0.001

172.68.0.229 0.1% 0.001

172.68.0.146 0.1% 0.001

162.158.164.190 0.1% 0.001
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SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.

Packet Volume

Source Port Percentage Sum Million Packets

443 76.19% 0.328

47562 2.38% 0.01

65068 2.38% 0.01

60370 2.38% 0.01

60358 2.38% 0.01

59956 2.38% 0.01

49604 2.38% 0.01

17674 2.38% 0.01

28926 2.38% 0.01

30528 2.38% 0.01

43200 2.38% 0.01

Gigabytes

Source Port Percentage Sum Gigabytes

443 95.95% 0.492

47562 3% 0.015

59956 0.16% 0.001

17674 0.16% 0.001

65068 0.1% 0.001

60370 0.1% 0.001

60358 0.1% 0.001

49604 0.1% 0.001

28926 0.1% 0.001

30528 0.1% 0.001

43200 0.1% 0.001
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DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

Packet Volume

Destination Port Percentage Sum Million Packets

54364 30.95% 0.133

443 23.81% 0.102

38674 9.52% 0.041

48952 7.14% 0.031

37976 7.14% 0.031

37946 7.14% 0.031

54372 4.76% 0.02

48950 4.76% 0.02

37960 2.38% 0.01

48774 2.38% 0.01

Gigabytes

Destination Port Percentage Sum Gigabytes

54364 38.98% 0.2

38674 11.99% 0.061

48952 9% 0.046

37976 9% 0.046

37946 9% 0.046

54372 6% 0.031

48950 6% 0.031

443 4.05% 0.021

37960 3% 0.015

48774 3% 0.015
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ANALYSIS BY APPLIANCE REGION

Sydney

CUMULATIVE SIZE: 0.512265 Gigabytes

0.43008 Million Packets

PEAK SIZE: 0.86016 Gbps

0.07168 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia, Unknown

PROTOCOL TCP

SOURCE PORT
43200, 65068, 60358, 28926, 30528, 49604, 47562, 443, 17674, 60370 + 1

others

DESTINATION PORT 443, 54364, 38674, 54372, 37976, 48952, 48774, 37946, 48950, 37960
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ANALYSIS BY SOURCE ASN

AS13335

CUMULATIVE SIZE: 0.512265 Gigabytes

0.43008 Million Packets

PEAK SIZE: 0.86016 Gbps

0.07168 Mpps

SOURCE COUNTRY Australia, Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT
43200, 65068, 60358, 28926, 30528, 49604, 47562, 443, 17674, 60370 + 1

others

DESTINATION PORT 443, 54364, 38674, 54372, 37976, 48952, 48774, 37946, 48950, 37960

Global Secure Layer 
Technical Summary

https://creatia.securelayer.com


ANALYSIS BY SOURCE COUNTRY

Unknown

CUMULATIVE SIZE: 0.49152 Gigabytes

0.32768 Million Packets

PEAK SIZE: 0.86016 Gbps

0.07168 Mpps

SOURCE AS AS13335

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

DESTINATION PORT 54364, 38674, 54372, 37976, 48952, 48774, 37946, 48950, 37960

Australia

CUMULATIVE SIZE: 0.020745 Gigabytes

0.1024 Million Packets

PEAK SIZE: 0.12288 Gbps

0.01024 Mpps

SOURCE AS AS13335

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 43200, 65068, 60358, 28926, 30528, 49604, 47562, 17674, 60370, 59956

DESTINATION PORT 443
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ANALYSIS BY PROTOCOL

TCP

CUMULATIVE SIZE: 0.512265 Gigabytes

0.43008 Million Packets

PEAK SIZE: 0.86016 Gbps

0.07168 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia, Unknown

MITIGATION SITES Sydney

SOURCE PORT
43200, 65068, 60358, 28926, 30528, 49604, 47562, 443, 17674, 60370 + 1

others

DESTINATION PORT 443, 54364, 38674, 54372, 37976, 48952, 48774, 37946, 48950, 37960
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ANALYSIS BY DESTINATION PORT

Destination Port 54364

CUMULATIVE SIZE: 0.19968 Gigabytes

0.13312 Million Packets

PEAK SIZE: 0.73728 Gbps

0.06144 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

Destination Port 443

CUMULATIVE SIZE: 0.020745 Gigabytes

0.1024 Million Packets

PEAK SIZE: 0.12288 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 43200, 65068, 60358, 28926, 30528, 49604, 47562, 17674, 60370, 59956
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 38674

CUMULATIVE SIZE: 0.06144 Gigabytes

0.04096 Million Packets

PEAK SIZE: 0.36864 Gbps

0.03072 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

Destination Port 48952

CUMULATIVE SIZE: 0.04608 Gigabytes

0.03072 Million Packets

PEAK SIZE: 0.24576 Gbps

0.02048 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 37976

CUMULATIVE SIZE: 0.04608 Gigabytes

0.03072 Million Packets

PEAK SIZE: 0.24576 Gbps

0.02048 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

Destination Port 37946

CUMULATIVE SIZE: 0.04608 Gigabytes

0.03072 Million Packets

PEAK SIZE: 0.36864 Gbps

0.03072 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 54372

CUMULATIVE SIZE: 0.03072 Gigabytes

0.02048 Million Packets

PEAK SIZE: 0.24576 Gbps

0.02048 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

Destination Port 48950

CUMULATIVE SIZE: 0.03072 Gigabytes

0.02048 Million Packets

PEAK SIZE: 0.24576 Gbps

0.02048 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 37960

CUMULATIVE SIZE: 0.01536 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.12288 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443

Destination Port 48774

CUMULATIVE SIZE: 0.01536 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.12288 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE PORT 443
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ANALYSIS BY SOURCE PORT

Source Port 443

CUMULATIVE SIZE: 0.49152 Gigabytes

0.32768 Million Packets

PEAK SIZE: 0.86016 Gbps

0.07168 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Unknown

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 54364, 38674, 54372, 37976, 48952, 48774, 37946, 48950, 37960

Source Port 47562

CUMULATIVE SIZE: 0.01536 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.12288 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 65068

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443

Source Port 60370

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 60358

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443

Source Port 59956

CUMULATIVE SIZE: 0.00082875 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00663 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 49604

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443

Source Port 17674

CUMULATIVE SIZE: 0.00082875 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00663 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 28926

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443

Source Port 30528

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 43200

CUMULATIVE SIZE: 0.00053125 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.00425 Gbps

0.01024 Mpps

SOURCE AS AS13335

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL TCP

DESTINATION PORT 443
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