
Attack Report

Starting: 9th September 2024 05:48:19 Cumulative Attack Size: 3.69 GB

11,356,160 Packets

Finishing: 9th September 2024 05:56:48 Global Peak Attack Size: 0.65509 Gbps

0.14745 Mpps

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using sampled flow methodology.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances.

Therefore legitimate traffic will be mixed in with the illegitimate traffic.

This report only highlights singificant information collected during attack monitoring. As such, only the top

fifteen values will be shown. In charts, anything smaller than 1% will be placed into the 'Other' category.

ATTACK TIMELINE

These are the rates seen during this attack prior to scrubbing.
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SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

Packet Volume

Site Percentage Sum Million Packets

Chicago 46.1% 5.235

New York 18.83% 2.138

Atlanta 10.17% 1.155

Dallas 9.95% 1.13

Los Angeles 3.9% 0.442

Frankfurt 2.81% 0.319

Singapore 2.61% 0.297

Ashburn 2.6% 0.295

Seattle 1.3% 0.147

Amsterdam 0.65% 0.074

Miami 0.43% 0.049

Tokyo 0.22% 0.025

London 0.22% 0.025

Sofia 0.22% 0.025

Gigabytes

Site Percentage Sum Gigabytes

Chicago 61.3% 2.26

New York 19.29% 0.711

Los Angeles 8.33% 0.307

Dallas 4.36% 0.161

Frankfurt 2.63% 0.097

Atlanta 2.06% 0.076

Singapore 0.89% 0.033

Ashburn 0.44% 0.016

Amsterdam 0.35% 0.013

Seattle 0.16% 0.006

Miami 0.06% 0.002

Tokyo 0.06% 0.002

London 0.03% 0.001

Sofia 0.03% 0.001
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AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

Packet Volume

ASN Percentage Sum Million Packets

AS7922 10.17% 1.155

AS577 8.22% 0.934

AS812 8.22% 0.934

AS16509 7.79% 0.885

AS7018 7.79% 0.885

AS20115 4.98% 0.565

AS10796 4.33% 0.492

AS7057 3.25% 0.369

AS14593 2.81% 0.319

AS7992 2.16% 0.246

AS16276 1.95% 0.221

AS174 1.73% 0.197

AS22995 1.73% 0.197

AS21928 1.51% 0.172

AS6327 1.3% 0.147

Other 32.06% 3.639

Gigabytes

ASN Percentage Sum Gigabytes

AS16509 30.27% 1.116

AS7057 13.95% 0.514

AS812 8.61% 0.317

AS7922 7.23% 0.267

AS174 5.11% 0.188

AS7018 4.19% 0.154

AS7992 3.82% 0.141

AS14593 3.35% 0.123

AS16276 2.51% 0.093

AS577 2% 0.074

AS22995 1.88% 0.069

AS20115 1.32% 0.049

AS10796 0.62% 0.023

AS21928 0.22% 0.008

AS6327 0.16% 0.006

Other 14.76% 0.544
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PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

Packet Volume

Protocol Percentage Sum Million Packets

TCP 100% 11.356

Gigabytes

Protocol Percentage Sum Gigabytes

TCP 100% 3.687
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SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.

Packet Volume

Source Address Percentage Sum Million Packets

216.174.78.112 3.03% 0.344

3.20.226.236 3.03% 0.344

3.144.149.211 2.16% 0.246

38.98.191.212 1.51% 0.172

204.237.0.23 1.3% 0.147

24.15.145.75 1.3% 0.147

3.18.215.243 1.3% 0.147

99.241.183.69 1.3% 0.147

209.29.96.52 1.08% 0.123

24.235.180.11 1.08% 0.123

96.37.117.134 1.08% 0.123

104.158.46.40 0.87% 0.098

75.118.225.221 0.87% 0.098

99.58.145.170 0.87% 0.098

129.222.102.64 0.65% 0.074

Other 78.57% 8.921

Gigabytes

Source Address Percentage Sum Gigabytes

3.20.226.236 14% 0.516

216.174.78.112 13.92% 0.513

3.144.149.211 8.81% 0.325

99.241.183.69 5.2% 0.192

38.98.191.212 5.08% 0.187

24.15.145.75 4.89% 0.18

3.18.215.243 4.31% 0.159

104.158.46.40 4% 0.147

24.235.180.11 3.69% 0.136

129.222.102.64 3% 0.111

99.58.145.170 2.04% 0.075

96.37.117.134 0.72% 0.026

204.237.0.23 0.31% 0.011

209.29.96.52 0.17% 0.006

75.118.225.221 0.11% 0.004

Other 29.75% 1.097
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SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.

Packet Volume

Source Port Percentage Sum Million Packets

49682 4.33% 0.492

53856 3.03% 0.344

49684 2.81% 0.319

35070 1.51% 0.172

20332 1.3% 0.147

50186 1.3% 0.147

42221 1.3% 0.147

50855 1.08% 0.123

51408 1.08% 0.123

444 0.87% 0.098

4444 0.87% 0.098

59153 0.87% 0.098

62908 0.87% 0.098

47358 0.65% 0.074

49799 0.65% 0.074

Other 77.48% 8.798

Gigabytes

Source Port Percentage Sum Gigabytes

49682 18.3% 0.675

53856 13.92% 0.513

49684 10.58% 0.39

42221 5.2% 0.192

35070 5.08% 0.187

50186 4.89% 0.18

62908 4% 0.147

51408 3.69% 0.136

47358 3% 0.111

444 2.26% 0.083

59153 2.04% 0.075

49799 2.03% 0.075

20332 0.31% 0.011

4444 0.22% 0.008

50855 0.17% 0.006

Other 24.31% 0.896
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DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

Packet Volume

Destination Port Percentage Sum Million Packets

443 81.41% 9.245

80 10.06% 1.143

6568 6.8% 0.772

47330 0.43% 0.049

40602 0.22% 0.025

43240 0.22% 0.025

43834 0.22% 0.025

46932 0.22% 0.025

48734 0.22% 0.025

50312 0.22% 0.025

Gigabytes

Destination Port Percentage Sum Gigabytes

443 77.79% 2.868

80 18.71% 0.69

47330 2% 0.074

6568 1.02% 0.037

46932 0.22% 0.008

43240 0.12% 0.004

43834 0.04% 0.002

40602 0.03% 0.001

48734 0.03% 0.001

50312 0.03% 0.001
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ANALYSIS BY APPLIANCE REGION

Chicago

CUMULATIVE SIZE: 2.2603775 Gigabytes

5.23468 Million Packets

PEAK SIZE: 0.58825 Gbps

0.07372 Mpps

SOURCE AS
AS7122, AS7018, AS21928, AS7057, AS577, AS6079, AS19901, AS16399,

AS7922, AS209 + 46 others

SOURCE COUNTRY Canada, United States

PROTOCOL TCP

SOURCE PORT
59945, 65394, 48635, 53856, 31693, 65285, 52111, 57187, 58532, 53939 +

139 others

DESTINATION PORT 443, 6568, 80

New York

CUMULATIVE SIZE: 0.71137625 Gigabytes

2.13811 Million Packets

PEAK SIZE: 0.58982 Gbps

0.07372 Mpps

SOURCE AS
AS577, AS812, AS33363, AS22995, AS19752, AS852, AS7992, AS54198,

AS394710, AS5645 + 9 others

SOURCE COUNTRY Canada, United States

PROTOCOL TCP

SOURCE PORT
11342, 53119, 64253, 20332, 39299, 50855, 51265, 51408, 62908, 49735 + 54

others

DESTINATION PORT 443, 6568, 80
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Atlanta

CUMULATIVE SIZE: 0.07613625 Gigabytes

1.15507 Million Packets

PEAK SIZE: 0.06527 Gbps

0.02457 Mpps

SOURCE AS
AS7018, AS16433, AS36327, AS20115, AS6181, AS17195, AS21928, AS395777,

AS398113, AS7922 + 5 others

SOURCE COUNTRY United States

PROTOCOL TCP

SOURCE PORT
63705, 59922, 58579, 53909, 5696, 23850, 27402, 1322, 17334, 50071 + 32

others

DESTINATION PORT 443, 6568, 80

Dallas

CUMULATIVE SIZE: 0.16070125 Gigabytes

1.13049 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS
AS33616, AS5056, AS7018, AS16591, AS7922, AS14828, AS10796, AS147049,

AS35871, AS400439 + 11 others

SOURCE COUNTRY United States, Mexico, Canada

PROTOCOL TCP

SOURCE PORT
53930, 49766, 59153, 64578, 56450, 64777, 28032, 20263, 50409, 52549 + 31

others

DESTINATION PORT 443, 80, 6568
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Los Angeles

CUMULATIVE SIZE: 0.3073225 Gigabytes

0.44236 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS14593, AS7018, AS21928, AS174, AS40564

SOURCE COUNTRY United States

PROTOCOL TCP

SOURCE PORT 47358, 56126, 50255, 9493, 1174, 35070, 51000, 48754, 44054, 56086

DESTINATION PORT 443, 80, 6568

Frankfurt

CUMULATIVE SIZE: 0.0969025 Gigabytes

0.31948 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS14593, AS16276, AS31204, AS58212

SOURCE COUNTRY Madagascar, Germany, France, Moldova

PROTOCOL TCP

SOURCE PORT 59468, 4444, 444, 55817, 24005, 48754

DESTINATION PORT 443, 40602, 43834, 47330, 43240, 46932, 50312, 48734
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Singapore

CUMULATIVE SIZE: 0.03281875 Gigabytes

0.29696 Million Packets

PEAK SIZE: 0.12288 Gbps

0.02048 Mpps

SOURCE AS
AS45916, AS3462, AS55836, AS63526, AS135852, AS24186, AS394089,

AS9541, AS24560, AS138655 + 3 others

SOURCE COUNTRY India, Taiwan, Bangladesh, Pakistan, Canada, Philippines

PROTOCOL TCP

SOURCE PORT
33122, 53062, 50162, 54852, 1458, 59139, 54708, 38348, 8593, 64404 + 5

others

DESTINATION PORT 443, 80, 6568

Ashburn

CUMULATIVE SIZE: 0.01626875 Gigabytes

0.29491 Million Packets

PEAK SIZE: 0.03755 Gbps

0.02457 Mpps

SOURCE AS AS10796, AS20115, AS14593, AS12093, AS21949, AS22987

SOURCE COUNTRY United States, Canada

PROTOCOL TCP

SOURCE PORT
52873, 56525, 53087, 62808, 45000, 47772, 52041, 46785, 29134, 42093 + 2

others

DESTINATION PORT 443, 6568
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Seattle

CUMULATIVE SIZE: 0.006045 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.00806 Gbps

0.02457 Mpps

SOURCE AS AS6327

SOURCE COUNTRY Canada

PROTOCOL TCP

SOURCE PORT 21888, 49737, 56531, 63949, 56748, 49738

DESTINATION PORT 443

Amsterdam

CUMULATIVE SIZE: 0.0128525 Gigabytes

0.07372 Million Packets

PEAK SIZE: 0.05937 Gbps

0.02457 Mpps

SOURCE AS AS43350, AS209160, AS9009

SOURCE COUNTRY Netherlands, Bulgaria, Romania

PROTOCOL TCP

SOURCE PORT 41169, 62545, 19886

DESTINATION PORT 443
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Miami

CUMULATIVE SIZE: 0.002285 Gigabytes

0.04915 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS14593, AS14754

SOURCE COUNTRY United States, Honduras

PROTOCOL TCP

SOURCE PORT 65532, 25737

DESTINATION PORT 443

Tokyo

CUMULATIVE SIZE: 0.0021375 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.0171 Gbps

0.02457 Mpps

SOURCE AS AS4812

SOURCE COUNTRY China

PROTOCOL TCP

SOURCE PORT 52597

DESTINATION PORT 443
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

London

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS29465

SOURCE COUNTRY Nigeria

PROTOCOL TCP

SOURCE PORT 860

DESTINATION PORT 443

Sofia

CUMULATIVE SIZE: 0.0009825 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.00786 Gbps

0.02457 Mpps

SOURCE AS AS14593

SOURCE COUNTRY Greece

PROTOCOL TCP

SOURCE PORT 1393

DESTINATION PORT 443
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ANALYSIS BY SOURCE ASN

AS7922

CUMULATIVE SIZE: 0.26664875 Gigabytes

1.15507 Million Packets

PEAK SIZE: 0.29491 Gbps

0.04915 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Chicago, Dallas, Atlanta

PROTOCOL TCP

SOURCE PORT
53939, 49184, 56731, 56450, 65465, 50524, 49672, 60891, 50186, 56661 + 29

others

DESTINATION PORT 443, 6568, 80

AS577

CUMULATIVE SIZE: 0.0737525 Gigabytes

0.93388 Million Packets

PEAK SIZE: 0.29333 Gbps

0.04915 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York, Chicago

PROTOCOL TCP

SOURCE PORT
11342, 31693, 58532, 53874, 49685, 49544, 52695, 58499, 58756, 63081 + 28

others

DESTINATION PORT 443, 80, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS812

CUMULATIVE SIZE: 0.31737375 Gigabytes

0.93388 Million Packets

PEAK SIZE: 0.51118 Gbps

0.04915 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

SOURCE PORT
53119, 51265, 49735, 49850, 54979, 53614, 51311, 54962, 54984, 56370 + 21

others

DESTINATION PORT 443, 80

AS16509

CUMULATIVE SIZE: 1.11611875 Gigabytes

0.88473 Million Packets

PEAK SIZE: 0.38259 Gbps

0.04915 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

SOURCE PORT 49682, 49684, 49683, 51427

DESTINATION PORT 443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS7018

CUMULATIVE SIZE: 0.154435 Gigabytes

0.88473 Million Packets

PEAK SIZE: 0.29491 Gbps

0.04915 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Atlanta, Chicago, Dallas, Los Angeles

PROTOCOL TCP

SOURCE PORT
63705, 65394, 59153, 28032, 61792, 17334, 62553, 61465, 56126, 62534 + 20

others

DESTINATION PORT 443, 6568, 80

AS20115

CUMULATIVE SIZE: 0.0487825 Gigabytes

0.56524 Million Packets

PEAK SIZE: 0.06527 Gbps

0.02457 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Ashburn, Atlanta

PROTOCOL TCP

SOURCE PORT
53087, 53909, 50071, 56115, 9909, 8056, 50440, 55692, 47772, 49456 + 8

others

DESTINATION PORT 443, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS10796

CUMULATIVE SIZE: 0.02283 Gigabytes

0.49152 Million Packets

PEAK SIZE: 0.01789 Gbps

0.02457 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Ashburn, Dallas, New York

PROTOCOL TCP

SOURCE PORT
52873, 56525, 20263, 45000, 50409, 42735, 57211, 57679, 40931, 63661 + 10

others

DESTINATION PORT 443, 80, 6568

AS7057

CUMULATIVE SIZE: 0.51432625 Gigabytes

0.36864 Million Packets

PEAK SIZE: 0.29333 Gbps

0.02457 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES Chicago

PROTOCOL TCP

SOURCE PORT 53856, 60387

DESTINATION PORT 80, 443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS14593

CUMULATIVE SIZE: 0.123445 Gigabytes

0.31948 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE COUNTRY United States, Madagascar, Greece, Mexico, Canada

MITIGATION SITES Los Angeles, Frankfurt, Ashburn, Chicago, Sofia, Miami, Dallas

PROTOCOL TCP

SOURCE PORT 47358, 59468, 62808, 26256, 1393, 9493, 65532, 61267, 24005, 23200

DESTINATION PORT 443

AS7992

CUMULATIVE SIZE: 0.1409425 Gigabytes

0.24576 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

SOURCE PORT 51408, 50693, 50267, 49351, 61118, 62120

DESTINATION PORT 443, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS16276

CUMULATIVE SIZE: 0.09265125 Gigabytes

0.22118 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE COUNTRY Germany, France, Canada

MITIGATION SITES Frankfurt, New York

PROTOCOL TCP

SOURCE PORT 4444, 444, 49156

DESTINATION PORT 40602, 43834, 47330, 43240, 46932, 50312, 443, 48734

AS174

CUMULATIVE SIZE: 0.18830125 Gigabytes

0.1966 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE COUNTRY United States, Canada

MITIGATION SITES Los Angeles, Chicago

PROTOCOL TCP

SOURCE PORT 35070, 55642

DESTINATION PORT 443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS22995

CUMULATIVE SIZE: 0.0693525 Gigabytes

0.1966 Million Packets

PEAK SIZE: 0.27525 Gbps

0.02457 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

SOURCE PORT 20332, 39423, 24090

DESTINATION PORT 443

AS21928

CUMULATIVE SIZE: 0.0079625 Gigabytes

0.17203 Million Packets

PEAK SIZE: 0.01159 Gbps

0.02457 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Chicago, Atlanta, Los Angeles

PROTOCOL TCP

SOURCE PORT 48635, 1322, 41777, 1174, 38447, 48754, 34961

DESTINATION PORT 80, 443, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS6327

CUMULATIVE SIZE: 0.006045 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.00806 Gbps

0.02457 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES Seattle

PROTOCOL TCP

SOURCE PORT 21888, 49737, 56531, 63949, 56748, 49738

DESTINATION PORT 443
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ANALYSIS BY SOURCE COUNTRY

United States

CUMULATIVE SIZE: 2.2131175 Gigabytes

6.66009 Million Packets

PEAK SIZE: 0.60004 Gbps

0.0983 Mpps

SOURCE AS
AS10796, AS7018, AS21928, AS33616, AS33363, AS14593, AS6079, AS16433,

AS36327, AS19901 + 66 others

MITIGATION SITES Ashburn, Atlanta, Chicago, Dallas, New York, Los Angeles, Miami

PROTOCOL TCP

SOURCE PORT
52873, 63705, 65394, 48635, 53930, 64253, 47358, 65285, 59922, 58579 +

194 others

DESTINATION PORT 443, 6568, 80

Canada

CUMULATIVE SIZE: 1.3255475 Gigabytes

3.89324 Million Packets

PEAK SIZE: 0.59631 Gbps

0.07372 Mpps

SOURCE AS
AS7122, AS577, AS812, AS7057, AS22995, AS19752, AS852, AS6327, AS7992,

AS54198 + 23 others

MITIGATION SITES Chicago, New York, Seattle, Ashburn, Dallas, Singapore

PROTOCOL TCP

SOURCE PORT
59945, 11342, 53119, 53856, 31693, 20332, 39299, 58532, 50855, 21888 +

112 others

DESTINATION PORT 443, 80, 6568
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

India

CUMULATIVE SIZE: 0.02554875 Gigabytes

0.1536 Million Packets

PEAK SIZE: 0.12288 Gbps

0.02048 Mpps

SOURCE AS AS45916, AS55836, AS135852, AS24186, AS394089, AS24560, AS17762

MITIGATION SITES Singapore

PROTOCOL TCP

SOURCE PORT 33122, 50162, 54852, 59139, 54708, 38348, 64404, 16302, 62107

DESTINATION PORT 443, 6568

France

CUMULATIVE SIZE: 0.0891125 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS16276

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 444, 4444

DESTINATION PORT 43834, 47330, 43240, 46932, 48734
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Germany

CUMULATIVE SIZE: 0.00383375 Gigabytes

0.07372 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS16276, AS58212

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 4444, 48754

DESTINATION PORT 40602, 50312, 443

Taiwan

CUMULATIVE SIZE: 0.0024575 Gigabytes

0.06144 Million Packets

PEAK SIZE: 0.00327 Gbps

0.01024 Mpps

SOURCE AS AS3462

MITIGATION SITES Singapore

PROTOCOL TCP

SOURCE PORT 53062

DESTINATION PORT 80
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Moldova

CUMULATIVE SIZE: 0.001965 Gigabytes

0.04915 Million Packets

PEAK SIZE: 0.00786 Gbps

0.02457 Mpps

SOURCE AS AS31204

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 55817

DESTINATION PORT 443

Madagascar

CUMULATIVE SIZE: 0.00199 Gigabytes

0.04915 Million Packets

PEAK SIZE: 0.00806 Gbps

0.02457 Mpps

SOURCE AS AS14593

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 59468, 24005

DESTINATION PORT 443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Pakistan

CUMULATIVE SIZE: 0.00215 Gigabytes

0.04096 Million Packets

PEAK SIZE: 0.00737 Gbps

0.01024 Mpps

SOURCE AS AS9541, AS138655

MITIGATION SITES Singapore

PROTOCOL TCP

SOURCE PORT 8593, 27892

DESTINATION PORT 443

Bulgaria

CUMULATIVE SIZE: 0.0041525 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03322 Gbps

0.02457 Mpps

SOURCE AS AS209160

MITIGATION SITES Amsterdam

PROTOCOL TCP

SOURCE PORT 62545

DESTINATION PORT 443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

China

CUMULATIVE SIZE: 0.0021375 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.0171 Gbps

0.02457 Mpps

SOURCE AS AS4812

MITIGATION SITES Tokyo

PROTOCOL TCP

SOURCE PORT 52597

DESTINATION PORT 443

Greece

CUMULATIVE SIZE: 0.0009825 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.00786 Gbps

0.02457 Mpps

SOURCE AS AS14593

MITIGATION SITES Sofia

PROTOCOL TCP

SOURCE PORT 1393

DESTINATION PORT 443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Honduras

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS14754

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE PORT 25737

DESTINATION PORT 443

Mexico

CUMULATIVE SIZE: 0.0009825 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.00786 Gbps

0.02457 Mpps

SOURCE AS AS14593

MITIGATION SITES Dallas

PROTOCOL TCP

SOURCE PORT 61267

DESTINATION PORT 443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Nigeria

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS29465

MITIGATION SITES London

PROTOCOL TCP

SOURCE PORT 860

DESTINATION PORT 443
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ANALYSIS BY PROTOCOL

TCP

CUMULATIVE SIZE: 3.68749125 Gigabytes

11.35616 Million Packets

PEAK SIZE: 0.65509 Gbps

0.14745 Mpps

SOURCE AS
AS7122, AS10796, AS7018, AS577, AS812, AS21928, AS33616, AS7057,

AS33363, AS14593 + 116 others

SOURCE COUNTRY
Canada, United States, India, Taiwan, Madagascar, China, Germany, France,

Moldova, Netherlands + 9 others

MITIGATION SITES
Chicago, Ashburn, Atlanta, New York, Dallas, Los Angeles, Singapore, Seattle,

Frankfurt, Tokyo + 4 others

SOURCE PORT
59945, 52873, 63705, 65394, 11342, 53119, 48635, 53930, 53856, 64253 +

340 others

DESTINATION PORT 443, 6568, 80, 40602, 43834, 47330, 43240, 46932, 50312, 48734
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ANALYSIS BY DESTINATION PORT

Destination Port 443

CUMULATIVE SIZE: 2.86837125 Gigabytes

9.24467 Million Packets

PEAK SIZE: 0.65509 Gbps

0.14745 Mpps

SOURCE AS
AS7122, AS10796, AS7018, AS577, AS812, AS33616, AS14593, AS45916,

AS6079, AS16433 + 103 others

SOURCE COUNTRY
Canada, United States, India, Madagascar, China, Moldova, Netherlands,

Bangladesh, Greece, Pakistan + 7 others

MITIGATION SITES
Chicago, Ashburn, Atlanta, New York, Dallas, Los Angeles, Singapore, Seattle,

Frankfurt, Tokyo + 4 others

PROTOCOL TCP

SOURCE PORT
59945, 52873, 63705, 11342, 53119, 53930, 47358, 31693, 33122, 65285 +

280 others

Destination Port 80

CUMULATIVE SIZE: 0.69002 Gigabytes

1.14278 Million Packets

PEAK SIZE: 0.32617 Gbps

0.04915 Mpps

SOURCE AS
AS21928, AS7057, AS19901, AS209, AS7018, AS3462, AS16591, AS812, AS577,

AS7922 + 7 others

SOURCE COUNTRY United States, Canada, Taiwan

MITIGATION SITES Chicago, Dallas, Singapore, New York, Los Angeles, Atlanta

PROTOCOL TCP

SOURCE PORT
48635, 53856, 52111, 51652, 59153, 53062, 64578, 54979, 53614, 58756 + 18

others
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 6568

CUMULATIVE SIZE: 0.03743125 Gigabytes

0.77209 Million Packets

PEAK SIZE: 0.03755 Gbps

0.04915 Mpps

SOURCE AS
AS7018, AS33363, AS19752, AS209, AS40702, AS7922, AS20115, AS147049,

AS5645, AS7122 + 9 others

SOURCE COUNTRY United States, Canada, India

MITIGATION SITES Chicago, New York, Atlanta, Dallas, Singapore, Los Angeles, Ashburn

PROTOCOL TCP

SOURCE PORT
65394, 64253, 39299, 52178, 29361, 56731, 65465, 50071, 52549, 57898 + 22

others

Destination Port 47330

CUMULATIVE SIZE: 0.0737275 Gigabytes

0.04915 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 444
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 40602

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY Germany

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 4444

Destination Port 43240

CUMULATIVE SIZE: 0.00437375 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03499 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 4444
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 43834

CUMULATIVE SIZE: 0.0015725 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01258 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 444

Destination Port 46932

CUMULATIVE SIZE: 0.00815875 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.06527 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 444
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 48734

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 4444

Destination Port 50312

CUMULATIVE SIZE: 0.0012775 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY Germany

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE PORT 4444

Global Secure Layer 
Technical Summary

https://creatia.securelayer.com


ANALYSIS BY SOURCE PORT

Source Port 49682

CUMULATIVE SIZE: 0.67485625 Gigabytes

0.49152 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS16509

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

DESTINATION PORT 443

Source Port 53856

CUMULATIVE SIZE: 0.5133425 Gigabytes

0.34406 Million Packets

PEAK SIZE: 0.29333 Gbps

0.02457 Mpps

SOURCE AS AS7057

SOURCE COUNTRY Canada

MITIGATION SITES Chicago

PROTOCOL TCP

DESTINATION PORT 80
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 49684

CUMULATIVE SIZE: 0.38999625 Gigabytes

0.31948 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS16509

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

DESTINATION PORT 443

Source Port 35070

CUMULATIVE SIZE: 0.1872925 Gigabytes

0.17203 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS174

SOURCE COUNTRY United States

MITIGATION SITES Los Angeles

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 20332

CUMULATIVE SIZE: 0.0114275 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.0521 Gbps

0.02457 Mpps

SOURCE AS AS22995

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

DESTINATION PORT 443

Source Port 50186

CUMULATIVE SIZE: 0.180485 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS7922

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 42221

CUMULATIVE SIZE: 0.1916925 Gigabytes

0.14745 Million Packets

PEAK SIZE: 0.51118 Gbps

0.04915 Mpps

SOURCE AS AS812

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

DESTINATION PORT 443

Source Port 50855

CUMULATIVE SIZE: 0.00638875 Gigabytes

0.12288 Million Packets

PEAK SIZE: 0.01022 Gbps

0.02457 Mpps

SOURCE AS AS852

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 51408

CUMULATIVE SIZE: 0.135905 Gigabytes

0.12288 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS7992

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

DESTINATION PORT 443

Source Port 444

CUMULATIVE SIZE: 0.08346 Gigabytes

0.0983 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY France

MITIGATION SITES Frankfurt

PROTOCOL TCP

DESTINATION PORT 43834, 47330, 46932
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 4444

CUMULATIVE SIZE: 0.0082075 Gigabytes

0.0983 Million Packets

PEAK SIZE: 0.03499 Gbps

0.02457 Mpps

SOURCE AS AS16276

SOURCE COUNTRY Germany, France

MITIGATION SITES Frankfurt

PROTOCOL TCP

DESTINATION PORT 40602, 43240, 50312, 48734

Source Port 59153

CUMULATIVE SIZE: 0.07537375 Gigabytes

0.0983 Million Packets

PEAK SIZE: 0.28114 Gbps

0.02457 Mpps

SOURCE AS AS7018

SOURCE COUNTRY United States

MITIGATION SITES Dallas

PROTOCOL TCP

DESTINATION PORT 80
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 62908

CUMULATIVE SIZE: 0.147455 Gigabytes

0.0983 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS54198

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

DESTINATION PORT 443

Source Port 47358

CUMULATIVE SIZE: 0.11059125 Gigabytes

0.07372 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS14593

SOURCE COUNTRY United States

MITIGATION SITES Los Angeles

PROTOCOL TCP

DESTINATION PORT 443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 49799

CUMULATIVE SIZE: 0.075005 Gigabytes

0.07372 Million Packets

PEAK SIZE: 0.29491 Gbps

0.02457 Mpps

SOURCE AS AS4181, AS16904

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

DESTINATION PORT 443, 80
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