
Attack Report

Starting: 9th September 2024 06:13:30 Cumulative Attack Size: 0.03 GB

124,920 Packets

Finishing: 9th September 2024 06:17:30 Global Peak Attack Size: 0.12255 Gbps

0.02457 Mpps

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using sampled flow methodology.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances.

Therefore legitimate traffic will be mixed in with the illegitimate traffic.

This report only highlights singificant information collected during attack monitoring. As such, only the top

fifteen values will be shown. In charts, anything smaller than 1% will be placed into the 'Other' category.

ATTACK TIMELINE

These are the rates seen during this attack prior to scrubbing.
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SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

Packet Volume

Site Percentage Sum Million Packets

Sydney 32.79% 0.041

London 19.67% 0.025

Miami 19.67% 0.025

Frankfurt 19.67% 0.025

Singapore 8.2% 0.01

Gigabytes

Site Percentage Sum Gigabytes

Sydney 60.68% 0.02

Miami 11.89% 0.004

London 11.6% 0.004

Frankfurt 11.08% 0.004

Singapore 4.74% 0.002

Global Secure Layer 
Executive Summary

https://creatia.securelayer.com


AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

Packet Volume

ASN Percentage Sum Million Packets

AS53813 24.59% 0.031

AS8551 19.67% 0.025

AS2856 19.67% 0.025

AS16629 19.67% 0.025

AS45820 8.2% 0.01

AS8075 8.2% 0.01

Gigabytes

ASN Percentage Sum Gigabytes

AS53813 49.99% 0.017

AS16629 11.89% 0.004

AS2856 11.6% 0.004

AS8551 11.08% 0.004

AS8075 10.68% 0.004

AS45820 4.74% 0.002
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PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

Packet Volume

Protocol Percentage Sum Million Packets

UDP 75.41% 0.094

GRE 24.59% 0.031

Gigabytes

Protocol Percentage Sum Gigabytes

UDP 50% 0.017

GRE 49.99% 0.017
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SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.

Packet Volume

Source Address Percentage Sum Million Packets

165.225.114.26 24.59% 0.031

181.212.12.26 19.67% 0.025

194.73.2.127 19.67% 0.025

84.110.107.10 19.67% 0.025

52.113.77.192 8.2% 0.01

14.194.132.194 8.2% 0.01

Gigabytes

Source Address Percentage Sum Gigabytes

165.225.114.26 49.99% 0.017

181.212.12.26 11.89% 0.004

194.73.2.127 11.6% 0.004

84.110.107.10 11.08% 0.004

52.113.77.192 10.68% 0.004

14.194.132.194 4.74% 0.002

Global Secure Layer 
Executive Summary

https://creatia.securelayer.com


SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.

Packet Volume

Source Port Percentage Sum Million Packets

12347 44.26% 0.055

12386 19.67% 0.025

5858 19.67% 0.025

3480 8.2% 0.01

12367 8.2% 0.01

Gigabytes

Source Port Percentage Sum Gigabytes

12347 61.59% 0.02

5858 11.89% 0.004

12386 11.08% 0.004

3480 10.68% 0.004

12367 4.74% 0.002
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DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

Packet Volume

Destination Port Percentage Sum Million Packets

5063 83.61% 0.104

5250 8.2% 0.01

12427 8.2% 0.01

Gigabytes

Destination Port Percentage Sum Gigabytes

5063 84.57% 0.028

5250 10.68% 0.004

12427 4.74% 0.002
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ANALYSIS BY APPLIANCE REGION

Sydney

CUMULATIVE SIZE: 0.0201825 Gigabytes

0.04096 Million Packets

PEAK SIZE: 0.12255 Gbps

0.01024 Mpps

SOURCE AS AS53813, AS8075

SOURCE COUNTRY Australia

PROTOCOL GRE, UDP

SOURCE PORT 0, 3480

DESTINATION PORT 0, 5250

London

CUMULATIVE SIZE: 0.0038575 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03086 Gbps

0.02457 Mpps

SOURCE AS AS2856

SOURCE COUNTRY United Kingdom

PROTOCOL UDP

SOURCE PORT 12347

DESTINATION PORT 5063
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Miami

CUMULATIVE SIZE: 0.00395625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03165 Gbps

0.02457 Mpps

SOURCE AS AS16629

SOURCE COUNTRY Chile

PROTOCOL UDP

SOURCE PORT 5858

DESTINATION PORT 5063

Frankfurt

CUMULATIVE SIZE: 0.00368625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.02949 Gbps

0.02457 Mpps

SOURCE AS AS8551

SOURCE COUNTRY Israel

PROTOCOL UDP

SOURCE PORT 12386

DESTINATION PORT 5063
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Singapore

CUMULATIVE SIZE: 0.00157625 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.01261 Gbps

0.01024 Mpps

SOURCE AS AS45820

SOURCE COUNTRY India

PROTOCOL UDP

SOURCE PORT 12367

DESTINATION PORT 12427
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ANALYSIS BY SOURCE ASN

AS53813

CUMULATIVE SIZE: 0.01662875 Gigabytes

0.03072 Million Packets

PEAK SIZE: 0.12255 Gbps

0.01024 Mpps

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL GRE

SOURCE PORT 0

DESTINATION PORT 0

AS8551

CUMULATIVE SIZE: 0.00368625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.02949 Gbps

0.02457 Mpps

SOURCE COUNTRY Israel

MITIGATION SITES Frankfurt

PROTOCOL UDP

SOURCE PORT 12386

DESTINATION PORT 5063
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS2856

CUMULATIVE SIZE: 0.0038575 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03086 Gbps

0.02457 Mpps

SOURCE COUNTRY United Kingdom

MITIGATION SITES London

PROTOCOL UDP

SOURCE PORT 12347

DESTINATION PORT 5063

AS16629

CUMULATIVE SIZE: 0.00395625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03165 Gbps

0.02457 Mpps

SOURCE COUNTRY Chile

MITIGATION SITES Miami

PROTOCOL UDP

SOURCE PORT 5858

DESTINATION PORT 5063
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS45820

CUMULATIVE SIZE: 0.00157625 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.01261 Gbps

0.01024 Mpps

SOURCE COUNTRY India

MITIGATION SITES Singapore

PROTOCOL UDP

SOURCE PORT 12367

DESTINATION PORT 12427

AS8075

CUMULATIVE SIZE: 0.0035525 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.02842 Gbps

0.01024 Mpps

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL UDP

SOURCE PORT 3480

DESTINATION PORT 5250
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ANALYSIS BY SOURCE COUNTRY

Australia

CUMULATIVE SIZE: 0.0201825 Gigabytes

0.04096 Million Packets

PEAK SIZE: 0.12255 Gbps

0.01024 Mpps

SOURCE AS AS53813, AS8075

MITIGATION SITES Sydney

PROTOCOL GRE, UDP

SOURCE PORT 0, 3480

DESTINATION PORT 0, 5250

Israel

CUMULATIVE SIZE: 0.00368625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.02949 Gbps

0.02457 Mpps

SOURCE AS AS8551

MITIGATION SITES Frankfurt

PROTOCOL UDP

SOURCE PORT 12386

DESTINATION PORT 5063
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

United Kingdom

CUMULATIVE SIZE: 0.0038575 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03086 Gbps

0.02457 Mpps

SOURCE AS AS2856

MITIGATION SITES London

PROTOCOL UDP

SOURCE PORT 12347

DESTINATION PORT 5063

Chile

CUMULATIVE SIZE: 0.00395625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03165 Gbps

0.02457 Mpps

SOURCE AS AS16629

MITIGATION SITES Miami

PROTOCOL UDP

SOURCE PORT 5858

DESTINATION PORT 5063
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

India

CUMULATIVE SIZE: 0.00157625 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.01261 Gbps

0.01024 Mpps

SOURCE AS AS45820

MITIGATION SITES Singapore

PROTOCOL UDP

SOURCE PORT 12367

DESTINATION PORT 12427
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ANALYSIS BY PROTOCOL

UDP

CUMULATIVE SIZE: 0.01663125 Gigabytes

0.0942 Million Packets

PEAK SIZE: 0.03165 Gbps

0.02457 Mpps

SOURCE AS AS8551, AS45820, AS2856, AS16629, AS8075

SOURCE COUNTRY Israel, India, United Kingdom, Chile, Australia

MITIGATION SITES Frankfurt, Singapore, London, Miami, Sydney

SOURCE PORT 12386, 12367, 12347, 5858, 3480

DESTINATION PORT 5063, 12427, 5250

GRE

CUMULATIVE SIZE: 0.01662875 Gigabytes

0.03072 Million Packets

PEAK SIZE: 0.12255 Gbps

0.01024 Mpps

SOURCE AS AS53813

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

SOURCE PORT 0

DESTINATION PORT 0
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ANALYSIS BY DESTINATION PORT

Destination Port 5063

CUMULATIVE SIZE: 0.019275 Gigabytes

0.03481 Million Packets

PEAK SIZE: 0.12255 Gbps

0.02457 Mpps

SOURCE AS AS8551, AS2856, AS16629, AS53813

SOURCE COUNTRY Israel, United Kingdom, Chile, Australia

MITIGATION SITES Frankfurt, London, Miami, Sydney

PROTOCOL UDP, GRE

SOURCE PORT 12386, 12347, 5858, 0

Destination Port 5250

CUMULATIVE SIZE: 0.0035525 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.02842 Gbps

0.01024 Mpps

SOURCE AS AS8075

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL UDP

SOURCE PORT 3480
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 12427

CUMULATIVE SIZE: 0.00157625 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.01261 Gbps

0.01024 Mpps

SOURCE AS AS45820

SOURCE COUNTRY India

MITIGATION SITES Singapore

PROTOCOL UDP

SOURCE PORT 12367
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ANALYSIS BY SOURCE PORT

Source Port 12347

CUMULATIVE SIZE: 0.01917625 Gigabytes

0.03481 Million Packets

PEAK SIZE: 0.12255 Gbps

0.02457 Mpps

SOURCE AS AS2856, AS53813

SOURCE COUNTRY United Kingdom, Australia

MITIGATION SITES London, Sydney

PROTOCOL UDP, GRE

DESTINATION PORT 5063, 0

Source Port 12386

CUMULATIVE SIZE: 0.00368625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.02949 Gbps

0.02457 Mpps

SOURCE AS AS8551

SOURCE COUNTRY Israel

MITIGATION SITES Frankfurt

PROTOCOL UDP

DESTINATION PORT 5063
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 5858

CUMULATIVE SIZE: 0.00395625 Gigabytes

0.02457 Million Packets

PEAK SIZE: 0.03165 Gbps

0.02457 Mpps

SOURCE AS AS16629

SOURCE COUNTRY Chile

MITIGATION SITES Miami

PROTOCOL UDP

DESTINATION PORT 5063

Source Port 3480

CUMULATIVE SIZE: 0.0035525 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.02842 Gbps

0.01024 Mpps

SOURCE AS AS8075

SOURCE COUNTRY Australia

MITIGATION SITES Sydney

PROTOCOL UDP

DESTINATION PORT 5250
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 12367

CUMULATIVE SIZE: 0.00157625 Gigabytes

0.01024 Million Packets

PEAK SIZE: 0.01261 Gbps

0.01024 Mpps

SOURCE AS AS45820

SOURCE COUNTRY India

MITIGATION SITES Singapore

PROTOCOL UDP

DESTINATION PORT 12427
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