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Attack Report

Starting: 9th September 2024 06:43:35 Cumulative Attack Size: 2.9GB
6,840,320 Packets
Finishing: 9th September 2024 06:49:38 Global Peak Attack Size: 0.58982 Gbps
0.0983 Mpps

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using sampled flow methodology.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances.

Therefore legitimate traffic will be mixed in with the illegitimate traffic.

This report only highlights singificant information collected during attack monitoring. As such, only the top

fifteen values will be shown. In charts, anything smaller than 1% will be placed into the 'Other' category.

ATTACK TIMELINE

These are the rates seen during this attack prior to scrubbing.
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SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.
Chicago (54.97%) Chicago (62.44%)

_—— o,
Other (1.80%) Other (1.98%)

_\-Seattle (1.08%)
Los Angeles (1.44%)

\\Ashburn (2.87%)
Singapore (2.99%)

Atlanta (5.03%)

~~Los Angeles (5.09%)

—

Ashburn (1.59%)

Dallas (5.70%)

New York (22.63%)

New York (23.20%)

Gigabytes

Dallas (7.19%)

Packet Volume

Site Sum Gigabytes

Site Sum Million Packets

Chicago 54.97% 3.76 Chicago 62.45% 1.808
New York 22.63% 1.548 New York 23.2% 0.672
Dallas 7.19% 0.492 Dallas 5.7% 0.165
Atlanta 5.03% 0.344 Los Angeles 5.09% 0.147
Singapore 2.99% 0.205 Ashburn 1.59% 0.046
Ashburn 2.87% 0.197 Atlanta 0.92% 0.027
Los Angeles 1.44% 0.098 Singapore 0.52% 0.015
Seattle 1.08% 0.074 Frankfurt 0.23% 0.007
Frankfurt 0.72% 0.049 Seattle 0.1% 0.003
Miami 0.36% 0.025 Miami 0.1% 0.003
London 0.36% 0.025 London 0.08% 0.002

Sofia 0.36% 0.025 Sofia 0.03% 0.001
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AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

AS812 (10.06%) AS16509 (34.84%)

AS7922 (10.42%)

\ AS7922 (3.29%)
AS577 (8.98%) ,

N\

AS7018 (6.83%) _ AS16509 (11.50%) AS812 (14.60%)

AS7057 (6.11%)

AS577 (2.92%) —Other (8.29%)

AS14593 (3.95%) AS7018 (4.26%)

TAS17135 (1.41%)

AS10796 (3.59%)
o

AS20115 (2.87%) o

AS21928 (2.87%)— /////
AST992 (2.51%) —

AS5650 (1.80%)~ -
AS17135 (1.08%)/////
AS22995 (1.08%)-"

AS6167 (1.08%)-"

Packet Volume Gigabytes

T AS7992 (6.45%)

Other (25.27%)

\\\\,
AS7057 (18.60%) AS14593 (5.34%)

e

AS16509 11.5% 0.786 AS16509 34.84% 1.009
AS7922 10.42% 0.713 AS7057 18.6% 0.539
AS812 10.06% 0.688 AS812 14.6% 0.423
AS577 8.98% 0.614 AS7992 6.45% 0.187
AS7018 6.83% 0.467 AS14593 5.34% 0.154
AS7057 6.11% 0.418 AS7018 4.26% 0.123
AS14593 3.95% 0.27 AS7922 3.29% 0.095
AS10796 3.59% 0.246 AS577 2.92% 0.085
AS20115 2.87% 0.197 AS17135 1.41% 0.041
AS21928 2.87% 0.197 AS10796 0.99% 0.029
AS7992 2.51% 0.172 AS20115 0.56% 0.016
AS5650 1.8% 0.123 AS21928 0.34% 0.01
AS17135 1.08% 0.074 AS5650 0.17% 0.005
AS22995 1.08% 0.074 AS22995 0.1% 0.003
AS6167 1.08% 0.074 AS6167 0.1% 0.003

Other 25.27% 1.728 Other 6.03% 0.175
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Packet Volume Gigabytes
Sum Million Packets Sum Gigabytes

TCP 100% 6.84 TCP 100% 2.895

PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

TCP (100.00%)
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SOURCE ADDRESS BREAKDOWN

The source addresses that monitored traffic appears to have originated from.

-18.218.247.64 (1.08%) 99.241.183.69 (9.93%)
//172.59.168.2(1.08%) 3.18.215.243 (10.19%)
/// 132.235.89.224 (1.08%)
7 120.222.102.64 (1.44%) 216.174.78.112 (18.53%)
S 3.144.149.211 (8.78%) '
/4 7 -13.58.60.250 (1.80%) 6

73.36.124.207 (1.08%) | o ///':////,»3.20.226.236 (2.16%)
99.58.145.170 (1.08%) ' 7 _-24.235180.11 (2.16%)
/"///3.144.149.211 (2.87%) 24.235.180.11 (6.41%) -
N —3.18.215.243 (2.87%)

-99.241.183.69 (3.23%)

3.20.226.236 (7.64%)

—-216.174.78.112 (5.39%) Other (20.23%)

13.58.60.250 (6.37%) -

129.222.102.64 (5.09%) " _— N 199.58.145.170 (3.64%)
132.235.89.224 (1.41%) \18.218.247.64 (1.78%)

Other (72.68%)

Packet Volume Gigabytes
Source Address Sum Million Packets Source Address Sum Gigabytes

216.174.78.112 5.39% 0.369 216.174.78.112 18.53% 0.537
99.241.183.69 3.23% 0.221 3.18.215.243 10.19% 0.295
3.18.215.243 2.87% 0.197 99.241.183.69 9.93% 0.288
3.144.149.211 2.87% 0.197 3.144.149.211 8.78% 0.254
24.235.180.11 2.16% 0.147 3.20.226.236 7.64% 0.221
3.20.226.236 2.16% 0.147 24.235.180.11 6.41% 0.186
13.58.60.250 1.8% 0.123 13.58.60.250 6.37% 0.184
129.222.102.64 1.44% 0.098 129.222.102.64 5.09% 0.147
132.235.89.224 1.08% 0.074 99.58.145.170 3.64% 0.105
172.59.168.2 1.08% 0.074 18.218.247.64 1.78% 0.051
18.218.247.64 1.08% 0.074 132.235.89.224 1.41% 0.041
73.36.124.207 1.08% 0.074 73.36.124.207 0.36% 0.01
99.58.145.170 1.08% 0.074 184.144.123.57 0.32% 0.009
184.144.123.57 0.72% 0.049 172.59.168.2 0.13% 0.004
204.237.0.23 0.72% 0.049 204.237.0.23 0.07% 0.002

Other 71.24% 4.873 Other 19.35% 0.56
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SOURCE PORT BREAKDOWN

The source ports that monitored traffic appears to have come from.
42128 (1.08%) 49682 (17.83%)
3145 (1.08%)

47358 (1.44%)

49671 (1.08%) 51408 (1.80%)
55050 (1.08%) 49683 (1.80%)

49684 (10.59%) 53856 (18.53%)

59153 (1.08%)

42221 (3.23%)
49684 (4.31%)

Al
49682 (5.03%) 42221 (9.93%) ~

—53856 (5.39%)

49683 (6.37%) Other (18.90%)

\\59153 (3.64%)
\55050 (1.41%)

49671 (1.34%)

51408 (6.37%)
47358 (5.09%)

Other (71.60%)

Gigabytes

Packet Volume

Sum Million Packets Sum Gigabytes

53856 5.39% 0.369 53856 18.53% 0.537
49682 5.03% 0.344 49682 17.83% 0.516
49684 4.31% 0.295 49684 10.59% 0.307
42221 3.23% 0.221 42221 9.93% 0.288
49683 1.8% 0.123 49683 6.37% 0.184
51408 1.8% 0.123 51408 6.37% 0.184
47358 1.44% 0.098 47358 5.09% 0.147
3145 1.08% 0.074 59153 3.64% 0.105
42128 1.08% 0.074 55050 1.41% 0.041
49671 1.08% 0.074 49671 1.34% 0.039
55050 1.08% 0.074 3145 0.36% 0.01
59153 1.08% 0.074 42128 0.13% 0.004
20332 0.72% 0.049 27458 0.13% 0.004
27458 0.72% 0.049 40444 0.09% 0.003
40444 0.72% 0.049 20332 0.07% 0.002

Other 69.44% 4.75 Other 18.12% 0.525
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DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.
443 (71.00%)

443 (79.64%)

—Other (1.44%) Other (1.20%)

6568 (6.11%)

AN

N

80 (12.81%) 80 (27.80%)

Packet Volume Gigabytes
Destination Port Sum Million Packets | Destination Port Sum Gigabytes

443 79.64% 5.448 4 70.99% 2.055
80 12.81% 0.877 80 27.79% 0.805
6568 6.11% 0.418 6568 0.9% 0.026
37588 0.36% 0.025 57942 0.18% 0.005
55340 0.36% 0.025 37588 0.04% 0.001
57942 0.36% 0.025 55340 0.04% 0.001

58832 0.36% 0.025 58832 0.04% 0.001
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ANALYSIS BY APPLIANCE REGION

Chicago

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

New York

1.80790875 Gigabytes
3.76012 Million Packets

0.58982 Gbps
0.07372 Mpps

AS394089, AS577, AS7018, AS7057, AS7922, AS12033, AS14593, AS5650,
AS397735, AS21928 + 31 others

United States, Canada
TCP

24991, 55052, 23450, 49711, 53856, 49671, 34120, 24137, 60642, 57441 + 92

others

80, 443, 6568, 37588, 58832

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.671735 Gigabytes
1.54828 Million Packets

0.29491 Gbps
0.04915 Mpps

AS10796, AS812, AS7992, AS852, AS6461, AS22616, AS7922, AS577,
AS40021, AS23107 + 5 others

United States, Canada
TCP

27458, 55571, 51311, 60041, 51210, 49696, 51448, 42221, 57574, 56117 + 34

others

443, 6568, 80


https://creatia.securelayer.com

)(Global Secure Layer

Technical Summary

ANALYSIS BY APPLIANCE REGION (CONTINUED)

Dallas

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

Atlanta

0.16488 Gigabytes

0.49152 Million Packets

0.29491 Gbps
0.02457 Mpps

AS7018, AS2572, AS7922, AS399803, AS27254, AS11427, AS55256, AS62948,
AS13576, AS14593 + 2 others

United States, Mexico
TCP

64864, 57430, 59153, 28032, 51172, 22121, 58844, 60718, 13218, 49671 + 7

others

443, 80, 6568

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0265175 Gigabytes
0.34406 Million Packets

0.06822 Gbps
0.02457 Mpps

AS7018, AS7029, AS7922, AS6181, AS20115, AS21928, AS397271
United States
TCP

49231, 19397, 57095, 50631, 11296, 35039, 61687, 50790, 35838, 53558 + 4

others

443, 80, 6568
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Singapore

CUMULATIVE SIZE: 0.0150725 Gigabytes
0.2048 Million Packets

PEAK SIZE: 0.02056 Gbps
0.01024 Mpps

COURCE AS AS24560, AS138146, AS55836, AS24186, AS17917, AS3462, AS9541,
AS394089, AS17639

SOURCE COUNTRY India, Bangladesh, Taiwan, Pakistan, Philippines

PROTOCOL TCP

6882, 53812, 57026, 54708, 65208, 50420, 53062, 7152, 27631, 21869 + 2
SOURCE PORT N
others

DESTINATION PORT 443, 80

Ashburn

CUMULATIVE SIZE: 0.04600625 Gigabytes
0.1966 Million Packets

PEAK SIZE: 0.27918 Gbps
0.02457 Mpps

SOURCE AS AS20115, AS17135, AS22792

SOURCE COUNTRY United States
PROTOCOL TCP
SOURCE PORT 58349, 55050, 44055, 52661, 58166, 1039

DESTINATION PORT 6568, 80, 443
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Los Angeles

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE PORT

DESTINATION PORT

Seattle

0.147455 Gigabytes

0.0983 Million Packets

0.29491 Gbps
0.02457 Mpps

AS14593
United States
TCP

47358

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0029975 Gigabytes

0.07372 Million Packets

0.00806 Gbps
0.02457 Mpps

AS6327

Canada

TCP

49756, 49685, 58905

443
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

Frankfurt

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE PORT

DESTINATION PORT

Miami

0.00658625 Gigabytes
0.04915 Million Packets

0.04246 Gbps
0.02457 Mpps

AS16276
France
TCP

444, 4444

55340, 57942

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.00280125 Gigabytes
0.02457 Million Packets

0.02241 Gbps
0.02457 Mpps

AS7922
United States
TCP

45141

443
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ANALYSIS BY APPLIANCE REGION (CONTINUED)

London

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE PORT

DESTINATION PORT

Sofia

0.00221125 Gigabytes
0.02457 Million Packets

0.01769 Gbps
0.02457 Mpps

AS37371
Somalia
TCP
11539

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0009825 Gigabytes
0.02457 Million Packets

0.00786 Gbps
0.02457 Mpps

AS14593
Greece
TCP
35297

443
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ANALYSIS BY SOURCE ASN

AS16509

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

AS7922

1.0086225 Gigabytes
0.78643 Million Packets

0.58982 Gbps
0.04915 Mpps

United States

Chicago

TCP

40444, 49684, 49682, 49683

37588, 443, 58832

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.09535375 Gigabytes
0.7127 Million Packets

0.29491 Gbps
0.04915 Mpps

United States
Chicago, Atlanta, Dallas, New York, Miami

TCP

49671, 57095, 36761, 51172, 62092, 61382, 40204, 3145, 50499, 58979 + 16

others

443, 80, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS812

CUMULATIVE SIZE: 0.422805 Gigabytes
0.68812 Million Packets

PEAK SIZE: 0.29491 Gbps
0.04915 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

55571, 51311, 60041, 51448, 42221, 57574, 62172, 51265, 55324, 61887 + 6
SOURCE PORT N
others

DESTINATION PORT 443, 6568, 80

AS577

CUMULATIVE SIZE: 0.08463875 Gigabytes
0.6144 Million Packets

PEAK SIZE: 0.3014 Gbps

0.04915 Mpps
SOURCE COUNTRY Canada
MITIGATION SITES Chicago, New York
PROTOCOL TCP

55052, 49711, 60642, 56513, 49791, 49722, 49687, 53636, 49236, 54989 + 15
SOURCE PORT N
others

DESTINATION PORT 80, 443, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS7018

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

AS7057

0.1232475 Gigabytes

0.46694 Million Packets

0.28114 Gbps
0.04915 Mpps

United States

Chicago, Dallas, Atlanta

TCP

23450, 64864, 49231, 54896, 59153, 28032, 52386, 50197, 49709, 65357 + 7

others

443, 80, 6568

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.5385575 Gigabytes

0.41779 Million Packets

0.29333 Gbps
0.02457 Mpps

Canada

Chicago

TCP

53856, 63145, 52851

80, 443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS14593

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

AS10796

0.15446 Gigabytes
0.27033 Million Packets

0.29491 Gbps
0.02457 Mpps

Greece, Canada, United States, Mexico

Sofia, Chicago, Los Angeles, Dallas, New York

TCP

35297, 24137, 6786, 31760, 47358, 60496, 27827, 63267

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.02863 Gigabytes
0.24576 Million Packets

0.14293 Gbps
0.02457 Mpps

United States

New York

TCP

27458, 51210, 56117, 65495, 55745, 59795, 61477, 55806, 56573

443, 6568
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS20115

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

AS21928

0.01612125 Gigabytes
0.1966 Million Packets

0.06822 Gbps
0.02457 Mpps

United States

Ashburn, Atlanta

TCP

58349, 11296, 44055, 52661, 61687, 1039, 50790, 53558

6568, 80, 443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.00983 Gigabytes
0.1966 Million Packets

0.01592 Gbps
0.02457 Mpps

United States

Chicago, Atlanta

TCP

62097, 18265, 42128, 35039, 31616, 28212

443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS7992

CUMULATIVE SIZE: 0.186605 Gigabytes
0.17203 Million Packets

PEAK SIZE: 0.29491 Gbps
0.02457 Mpps

SOURCE COUNTRY Canada

MITIGATION SITES New York

PROTOCOL TCP

SOURCE PORT 49696, 33480, 51408

DESTINATION PORT 443

AS5650

CUMULATIVE SIZE: 0.00498875 Gigabytes
0.12288 Million Packets

PEAK SIZE: 0.00806 Gbps

0.02457 Mpps

SOURCE COUNTRY United States

MITIGATION SITES Chicago
PROTOCOL TCP
SOURCE PORT 57441, 57889, 49721, 62368, 61301

DESTINATION PORT 443, 80
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS17135

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

AS22995

0.04072125 Gigabytes
0.07372 Million Packets

0.27918 Gbps
0.02457 Mpps

United States
Ashburn

TCP

55050

80

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0029725 Gigabytes
0.07372 Million Packets

0.00806 Gbps
0.02457 Mpps

Canada

New York
TCP

23744, 20332

443
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ANALYSIS BY SOURCE ASN (CONTINUED)

AS6167

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0030225 Gigabytes
0.07372 Million Packets

0.00806 Gbps
0.02457 Mpps

United States
Chicago, Dallas

TCP

60296, 54790, 55479

443
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ANALYSIS BY SOURCE COUNTRY

United States

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

Canada

1.60894125 Gigabytes
3.98131 Million Packets

0.58982 Gbps
0.07372 Mpps

AS394089, AS10796, AS7018, AS7922, AS12033, AS2572, AS7029, AS5650,
AS21928, AS6167 + 39 others

Chicago, New York, Dallas, Atlanta, Ashburn, Los Angeles, Miami
TCP

24991, 27458, 23450, 51210, 64864, 49231, 49671, 34120, 57430, 19397 +
106 others

80, 443, 6568, 37588, 58832

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

1.2593725 Gigabytes
2.50675 Million Packets

0.54145 Gbps
0.07372 Mpps

AS812, AS577, AS7057, AS7992, AS14593, AS397735, AS852, AS6461,
AS22616, AS55254 + 10 others

New York, Chicago, Seattle
TCP

55571, 55052, 49711, 51311, 60041, 53856, 49696, 51448, 42221, 24137 + 59

others

443, 80, 6568
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

India

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

France

0.01087375 Gigabytes
0.11264 Million Packets

0.02056 Gbps
0.01024 Mpps

AS24560, AS55836, AS24186, AS17917, AS394089
Singapore

TCP

6882, 57026, 54708, 65208, 50420, 27631, 61770, 16156

443, 80

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.00658625 Gigabytes
0.04915 Million Packets

0.04246 Gbps
0.02457 Mpps

AS16276

Frankfurt
TCP

444, 4444

55340, 57942
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Mexico

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

Bangladesh

0.00199 Gigabytes
0.04915 Million Packets

0.00806 Gbps
0.02457 Mpps

AS14593
Dallas

TCP

60496, 27827

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0016375 Gigabytes
0.04096 Million Packets

0.00327 Gbps
0.01024 Mpps

AS138146
Singapore
TCP
53812

443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Taiwan

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

Greece

0.00122875 Gigabytes
0.03072 Million Packets

0.00327 Gbps
0.01024 Mpps

AS3462
Singapore
TCP
53062

80

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.0009825 Gigabytes
0.02457 Million Packets

0.00786 Gbps
0.02457 Mpps

AS14593
Sofia
TCP
35297

443
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ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Somalia

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE PORT

DESTINATION PORT

Philippines

0.00221125 Gigabytes
0.02457 Million Packets

0.01769 Gbps
0.02457 Mpps

AS37371
London
TCP
11539

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE PORT

DESTINATION PORT

0.00092125 Gigabytes
0.01024 Million Packets

0.00737 Gbps
0.01024 Mpps

AS17639
Singapore
TCP
21869

443


https://creatia.securelayer.com

)(Global Secure Layer Technical Summary

ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Pakistan

CUMULATIVE SIZE: 0.00040875 Gigabytes
0.01024 Million Packets

PEAK SIZE: 0.00327 Gbps
0.01024 Mpps

SOURCE AS AS9541

MITIGATION SITES Singapore

PROTOCOL TCP

SOURCE PORT 7152

DESTINATION PORT 443
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ANALYSIS BY PROTOCOL

TCP
CUMULATIVE SIZE: 2.89515875 Gigabytes
6.84032 Million Packets
PEAK SIZE: 0.58982 Gbps
0.0983 Mpps
AS394089, AS10796, AS812, AS577, AS7018, AS7057, AS7922, AS14593,
SOURCE AS

AS12033, AS7992 + 67 others

United States, Canada, Greece, India, Bangladesh, France, Somalia, Mexico,
SOURCE COUNTRY
Taiwan, Pakistan + 1 others

Chicago, New York, Dallas, Atlanta, Sofia, Singapore, Ashburn, Frankfurt, London,
MITIGATION SITES
Los Angeles + 2 others

24991, 27458, 55571, 55052, 23450, 49711, 51311, 60041, 51210, 53856 +
193 others

SOURCE PORT

DESTINATION PORT 80, 443, 6568, 55340, 37588, 58832, 57942
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ANALYSIS BY DESTINATION PORT

Destination Port 443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

Destination Port 80

2.05520875 Gigabytes

5.44768 Million Packets

0.58982 Gbps
0.0983 Mpps

AS10796, AS812, AS7018, AS577, AS7922, AS14593, AS12033, AS7992,
AS2572, AS7029 + 56 others

United States, Canada, Greece, India, Bangladesh, Somalia, Mexico, Pakistan,

Philippines

New York, Chicago, Dallas, Atlanta, Sofia, Singapore, London, Los Angeles,

Ashburn, Seattle + 1 others
TCP

27458, 55571, 23450, 49711, 51311, 60041, 51210, 64864, 49231, 49671 +
157 others

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE PORT

0.80463375 Gigabytes

0.87654 Million Packets

0.29491 Gbps
0.02457 Mpps

AS394089, AS577, AS7057, AS7922, AS397735, AS7018, AS55836, AS20115,
AS30600, AS17135 + 5 others

United States, Canada, India, Taiwan
Chicago, Atlanta, Dallas, Singapore, Ashburn, New York
TCP

24991, 55052, 53856, 57095, 45101, 59153, 57026, 11296, 59067, 55050 + 7

others
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 6568

CUMULATIVE SIZE: 0.0261725 Gigabytes

0.41779 Million Packets

PEAK SIZE: 0.03755 Gbps
0.02457 Mpps

AS10796, AS812, AS20115, AS22616, AS19901, AS7922, AS20473, AS3663,

SOURCE AS
AS23237, AS7018 + 1 others
SOURCE COUNTRY United States, Canada
MITIGATION SITES New York, Ashburn, Chicago, Atlanta, Dallas
PROTOCOL TCP

65495, 62172, 58349, 37628, 53762, 58979, 50499, 54719, 54723, 62418 + 7

others

SOURCE PORT

Destination Port 37588

CUMULATIVE SIZE: 0.0012775 Gigabytes
0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps
0.02457 Mpps

SOURCE AS AS16509
SOURCE COUNTRY United States
MITIGATION SITES Chicago
PROTOCOL TCP

SOURCE PORT 40444
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 55340

CUMULATIVE SIZE: 0.0012775 Gigabytes
0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps
0.02457 Mpps

SOURCE AS AS16276
SOURCE COUNTRY France
MITIGATION SITES Frankfurt
PROTOCOL TCP
SOURCE PORT 444

Destination Port 57942

CUMULATIVE SIZE: 0.0053075 Gigabytes
0.02457 Million Packets

PEAK SIZE: 0.04246 Gbps
0.02457 Mpps

SOURCE AS AS16276
SOURCE COUNTRY France
MITIGATION SITES Frankfurt
PROTOCOL TCP

SOURCE PORT 4444
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ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 58832

CUMULATIVE SIZE: 0.0012775 Gigabytes
0.02457 Million Packets

PEAK SIZE: 0.01022 Gbps
0.02457 Mpps

SOURCE AS AS16509
SOURCE COUNTRY United States
MITIGATION SITES Chicago
PROTOCOL TCP

SOURCE PORT 40444
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ANALYSIS BY SOURCE PORT

Source Port 53856

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 49682

0.5365425 Gigabytes
0.36864 Million Packets

0.29333 Gbps
0.02457 Mpps

AS7057
Canada
Chicago
TCP

80

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.516095 Gigabytes
0.34406 Million Packets

0.29491 Gbps
0.02457 Mpps

AS16509
United States
Chicago

TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 49684

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 42221

0.30665875 Gigabytes
0.29491 Million Packets

0.58982 Gbps
0.04915 Mpps

AS16509, AS7922
United States
Chicago

TCP

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.28753875 Gigabytes
0.22118 Million Packets

0.25559 Gbps
0.02457 Mpps

AS812
Canada
New York
TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 49683

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 51408

0.18432 Gigabytes
0.12288 Million Packets

0.29491 Gbps
0.02457 Mpps

AS16509
United States
Chicago

TCP

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.18432 Gigabytes
0.12288 Million Packets

0.29491 Gbps
0.02457 Mpps

AS7992
Canada
New York
TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 47358

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 3145

0.147455 Gigabytes
0.0983 Million Packets

0.29491 Gbps
0.02457 Mpps

AS14593
United States
Los Angeles
TCP

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.01034625 Gigabytes
0.07372 Million Packets

0.04856 Gbps
0.02457 Mpps

AS7922
United States
Chicago

TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 42128

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 49671

0.00383375 Gigabytes
0.07372 Million Packets

0.01022 Gbps
0.02457 Mpps

AS21928
United States
Chicago

TCP

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.03887875 Gigabytes
0.07372 Million Packets

0.29491 Gbps
0.02457 Mpps

AS7922, AS62948, AS26793

United States
Chicago, Dallas
TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 55050

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 59153

0.04072125 Gigabytes
0.07372 Million Packets

0.27918 Gbps
0.02457 Mpps

AS17135
United States
Ashburn

TCP

80

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.10543 Gigabytes
0.07372 Million Packets

0.28114 Gbps
0.02457 Mpps

AS7018
United States
Dallas

TCP

80
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 20332

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
PROTOCOL

DESTINATION PORT

Source Port 27458

0.001965 Gigabytes
0.04915 Million Packets

0.00786 Gbps
0.02457 Mpps

AS22995
Canada
New York
TCP

443

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.00378375 Gigabytes
0.04915 Million Packets

0.02005 Gbps
0.02457 Mpps

AS10796
United States
New York
TCP

443
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ANALYSIS BY SOURCE PORT (CONTINUED)

Source Port 40444

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

DESTINATION PORT

0.002555 Gigabytes
0.04915 Million Packets

0.01022 Gbps
0.02457 Mpps

AS16509
United States
Chicago

TCP

37588, 58832
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