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Weekly Report Overview

Month: August 2024 Cumulative Size over Period: 0.180375 Gigabytes

Single Attacks Started: 1 0.393 Million Packets

Carpet Attacks Started: 0 Highest Attack Peak over Period: 1.075 Gigabit / Sec

0.098 Million Packets / Sec

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an
attack. We collect metrics using standard sampled flow methodology, and as such metrics are
representative of data collected during sampling, which means that the information present in this report is

best effort and you cannot expect a 1:1 overview for every packet that transits through our network.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances, and as

such legitimate traffic will be mixed in with the illegitimate traffic.

This report contains the most significant information collected during our attack monitoring. As such, only
the top five values for each section will be shown as anything outside of this has minimal significance. A

further ten values are also named to give an understanding.

SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

49.9% 16.7% 24.9% 74.5% 24.9% 8.7%

Mpps Gbps Mpps Gbps Mpps Gbps

Amsterdam Sydney London



AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

49.9% 16.7% 24.9% 8.7%

Mpps Gbps Mpps Gbps

AS3300 AS5713

PROTOCOL BREAKDOWN

24.9% 74.5%

Mpps Gbps

AS8075

The protocol composition of the monitored traffic.

100% 100%

Mpps Gbps

ubP



DESTINATION ADDRESS BREAKDOWN

The destination addresses that monitored traffic was destined for.

100% 100%

Mpps Gbps

103.157.109.86

DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

74.8% 25.5% 24.9% 74.5%

Mpps Gbps Mpps Gbps

5062 12426



ANALYSIS BY APPLIANCE REGION

Amsterdam

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Sydney

0.030125 Gigabytes
0.196 Million Packets

0.123 Gigabit / Sec
0.098 Million Packets / Sec

AS3300

South Africa

UDP

61.14.51.69, 61.14.51.201
12387, 12406

5062

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.134375 Gigabytes
0.098 Million Packets

1.075 Gigabit / Sec
0.098 Million Packets / Sec

AS8075
Australia

UDP
4.197.128.73
12367

12426



ANALYSIS BY APPLIANCE REGION (CONTINUED)

London
CUMULATIVE SIZE: 0.01575 Gigabytes

0.098 Million Packets
PEAK SIZE: 0.126 Gigabit / Sec

0.098 Million Packets / Sec
SOURCE AS AS5713

SOURCE COUNTRY South Africa

PROTOCOL ubDP
SOURCE ADDRESS 196.25.226.170
SOURCE PORT 12367

DESTINATION PORT 5062



ANALYSIS BY SOURCE ASN

AS3300

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS5713

0.030125 Gigabytes
0.196 Million Packets

0.123 Gigabit / Sec
0.098 Million Packets / Sec

South Africa

Amsterdam

UDP

61.14.51.69, 61.14.51.201
12387, 12406

5062

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.01575 Gigabytes
0.098 Million Packets

0.126 Gigabit / Sec
0.098 Million Packets / Sec

South Africa
London

UDP
196.25.226.170
12367

5062



ANALYSIS BY SOURCE ASN (CONTINUED)

AS8075

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.134375 Gigabytes
0.098 Million Packets

1.075 Gigabit / Sec
0.098 Million Packets / Sec

Australia
Sydney

UDP
4.197.128.73
12367

12426



ANALYSIS BY SOURCE COUNTRY

Australia

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

South Africa

0.134375 Gigabytes

0.098 Million Packets

1.075 Gigabit / Sec

0.098 Million Packets / Sec

AS8075
Sydney

UDP
4.197.128.73
12367

12426

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.046 Gigabytes
0.294 Million Packets

0.126 Gigabit / Sec

0.098 Million Packets / Sec

AS3300, AS5713
Amsterdam, London

uDP

61.14.51.69, 61.14.51.201, 196.25.226.170

12387, 12406, 12367

5062



ANALYSIS BY PROTOCOL

UDP

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.180375 Gigabytes
0.393 Million Packets

1.075 Gigabit / Sec
0.098 Million Packets / Sec

AS3300, AS8075, AS5713

South Africa, Australia

Amsterdam, Sydney, London

61.14.51.69, 61.14.51.201, 4.197.128.73, 196.25.226.170
12387, 12406, 12367

5062, 12426



ANALYSIS BY DESTINATION PORT

Destination Port 12426

CUMULATIVE SIZE: 0.134375 Gigabytes

0.098 Million Packets

PEAK SIZE: 1.075 Gigabit / Sec
0.098 Million Packets / Sec

SOURCE AS AS8075

SOURCE COUNTRY Australia

MITIGATION SITES Sydney
PROTOCOL UDP
SOURCE ADDRESS 4.197.128.73
SOURCE PORT 12367

Destination Port 5062

CUMULATIVE SIZE: 0.046 Gigabytes

0.294 Million Packets

PEAK SIZE: 0.126 Gigabit / Sec
0.098 Million Packets / Sec

SOURCE AS AS3300, AS5713

SOURCE COUNTRY South Africa

MITIGATION SITES Amsterdam, London

PROTOCOL UDP

SOURCE ADDRESS 61.14.51.69, 61.14.51.201, 196.25.226.170

SOURCE PORT 12387, 12406, 12367



