
Weekly Report

Month: August 2024

Single Attacks Started: 2

Carpet Attacks Started: 0

Overview

Cumulative Size over Period: 4.924 Gigabytes

94.666 Million Packets

Highest Attack Peak over Period: 1.311 Gigabit / Sec

0.884 Million Packets / Sec

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using standard sampled flow methodology, and as such metrics are

representative of data collected during sampling, which means that the information present in this report is

best effort and you cannot expect a 1:1 overview for every packet that transits through our network.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances, and as

such legitimate traffic will be mixed in with the illegitimate traffic.

This report contains the most significant information collected during our attack monitoring. As such, only

the top five values for each section will be shown as anything outside of this has minimal significance. A

further ten values are also named to give an understanding.

SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

13.4% 14.7% 12% 10.7% 11.9% 10.8% 8.6% 7.6% 8.3% 9.8% 45.8% 46.4%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

Los Angeles New York Chicago Miami Frankfurt Other

*The other sites which have individually had less traffic than the top 5 consist of: Dallas, Ashburn, Seattle, Amsterdam, Atlanta, London, Tokyo, Madrid, Warsaw,

Paris + 6 others 



AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

11.6% 10.7% 5.5% 4.6% 5.2% 4.9% 3% 2.7% 2.6% 2.4% 72.1% 74.7%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

AS7922 AS701 AS7018 AS20001 AS22773 Other

*The other AS which have individually had less traffic than the top 5 consist of: AS20115, AS577, AS33363, AS10796, AS5650, AS11351, AS3320, AS209,

AS6128, AS812 + 240 others 

PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

99.6% 88.6% 0.4% 11.4%

Mpps Gbps Mpps Gbps

TCP UDP



DESTINATION ADDRESS BREAKDOWN

The destination addresses that monitored traffic was destined for.

98.5% 98.5% 1.5% 1.5%

Mpps Gbps Mpps Gbps

50.114.4.180 50.114.4.49

DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

99.6% 88.6% 0.4% 11.4%

Mpps Gbps Mpps Gbps

25565 80



ANALYSIS BY APPLIANCE REGION

Helsinki

CUMULATIVE SIZE: 0.00775 Gigabytes

0.196 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS16086

SOURCE COUNTRY Finland

PROTOCOL TCP

SOURCE ADDRESS 62.44.214.125, 87.95.180.149

SOURCE PORT 17239, 52615

DESTINATION PORT 25565

Milan

CUMULATIVE SIZE: 0.025125 Gigabytes

0.491 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS12709, AS8452, AS36903, AS35612

SOURCE COUNTRY Malta, Egypt, Morocco, Italy

PROTOCOL TCP

SOURCE ADDRESS 141.8.25.167, 197.54.190.160, 105.157.189.89, 5.157.103.78

SOURCE PORT 61809, 56196, 20643, 61504

DESTINATION PORT 25565



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Singapore

CUMULATIVE SIZE: 0.190125 Gigabytes

1.277 Million Packets

PEAK SIZE: 1.123 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS
AS204170, AS9299, AS7713, AS17639, AS8781, AS136093, AS9829, AS133481,

AS55836, AS7552

SOURCE COUNTRY Oman, Philippines, Indonesia, Qatar, India, Thailand, Viet Nam

PROTOCOL TCP, UDP

SOURCE ADDRESS

96.9.149.102, 112.210.227.14, 180.252.194.246, 136.158.33.21,

37.208.134.223, 103.111.102.245, 120.60.93.200, 184.22.8.100, 49.47.0.238,

136.158.0.155 + 3 others

SOURCE PORT
65174, 17072, 61975, 35312, 41259, 55875, 57646, 62390, 65346, 13836 + 3

others

DESTINATION PORT 25565, 80

Tokyo

CUMULATIVE SIZE: 0.110375 Gigabytes

2.555 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS
AS17858, AS2516, AS17506, AS9770, AS131950, AS17676, AS2519, AS4766,

AS38841, AS4713 + 1 others

SOURCE COUNTRY Korea, Japan, Taiwan

PROTOCOL TCP

SOURCE ADDRESS

125.177.110.183, 106.155.12.68, 36.8.52.236, 221.248.46.81, 180.189.85.10,

202.226.27.253, 126.159.70.57, 133.32.233.237, 221.155.38.148,

180.176.77.125 + 7 others

SOURCE PORT
53046, 52341, 51372, 57604, 50209, 31695, 49352, 3652, 56579, 54046 + 7

others

DESTINATION PORT 25565



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Phoenix

CUMULATIVE SIZE: 0.006625 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS209

SOURCE COUNTRY United States

PROTOCOL TCP

SOURCE ADDRESS 174.26.158.30

SOURCE PORT 63841

DESTINATION PORT 25565

Paris

CUMULATIVE SIZE: 0.058375 Gigabytes

1.376 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS37705, AS15557, AS51207, AS37492, AS12322, AS3215, AS36947

SOURCE COUNTRY Tunisia, France, Algeria

PROTOCOL TCP

SOURCE ADDRESS

102.156.71.212, 37.66.27.122, 37.165.154.39, 197.26.238.107, 84.97.186.84,

92.89.36.36, 81.185.168.28, 91.175.71.212, 90.76.153.119, 105.100.156.99 +

1 others

SOURCE PORT
57697, 46700, 64630, 62753, 59848, 53753, 56288, 9408, 54107, 52429 + 1

others

DESTINATION PORT 25565



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Sofia

CUMULATIVE SIZE: 0.020625 Gigabytes

0.393 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS3329, AS25472

SOURCE COUNTRY Greece

PROTOCOL TCP

SOURCE ADDRESS 46.177.42.70, 46.190.55.86

SOURCE PORT 55052, 65086

DESTINATION PORT 25565

Los Angeles

CUMULATIVE SIZE: 0.724125 Gigabytes

12.68 Million Packets

PEAK SIZE: 1.123 Gigabit / Sec

0.393 Million Packets / Sec

SOURCE AS
AS13999, AS33363, AS7922, AS22773, AS7018, AS8151, AS19045, AS20001,

AS6167, AS9009 + 12 others

SOURCE COUNTRY Mexico, United States, India

PROTOCOL TCP, UDP

SOURCE ADDRESS

187.246.232.211, 75.113.139.98, 67.188.121.7, 72.197.36.196, 67.188.57.85,

70.142.213.83, 76.158.207.174, 187.250.232.72, 70.173.119.15,

208.54.229.26 + 95 others

SOURCE PORT
51798, 54757, 50804, 52700, 63480, 59857, 65185, 34862, 57494, 56856 + 94

others

DESTINATION PORT 25565, 80



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Dallas

CUMULATIVE SIZE: 0.335 Gigabytes

7.175 Million Packets

PEAK SIZE: 0.084 Gigabit / Sec

0.196 Million Packets / Sec

SOURCE AS
AS28509, AS11427, AS18435, AS15108, AS19901, AS17267, AS8151, AS7018,

AS22773, AS19108 + 22 others

SOURCE COUNTRY Mexico, United States

PROTOCOL TCP

SOURCE ADDRESS

189.202.61.76, 70.114.87.167, 96.46.84.156, 138.74.173.176, 97.114.173.160,

38.65.80.235, 189.250.146.59, 162.237.233.21, 99.6.209.144, 72.128.44.83 +

51 others

SOURCE PORT
16101, 55795, 64915, 65108, 57516, 56521, 62505, 52384, 64778, 53720 + 52

others

DESTINATION PORT 25565

Ashburn

CUMULATIVE SIZE: 0.327625 Gigabytes

7.077 Million Packets

PEAK SIZE: 0.101 Gigabit / Sec

0.294 Million Packets / Sec

SOURCE AS
AS4181, AS812, AS7922, AS701, AS63131, AS32133, AS11426, AS20115,

AS54614, AS6079 + 6 others

SOURCE COUNTRY United States, Canada

PROTOCOL TCP

SOURCE ADDRESS

64.35.198.198, 99.237.109.204, 99.228.191.19, 73.64.5.155, 173.53.108.209,

38.20.170.5, 99.245.150.116, 64.99.223.180, 174.110.251.171, 24.151.27.29 +

48 others

SOURCE PORT
52691, 49950, 55263, 57504, 50480, 54935, 62810, 63109, 52684, 56165 + 47

others

DESTINATION PORT 25565



ANALYSIS BY SOURCE ASN

AS10242

CUMULATIVE SIZE: 0.009125 Gigabytes

0.196 Million Packets

PEAK SIZE: 0.036 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

SOURCE ADDRESS 207.153.39.104

SOURCE PORT 54821

DESTINATION PORT 25565

AS10279

CUMULATIVE SIZE: 0.0045 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.036 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Atlanta

PROTOCOL TCP

SOURCE ADDRESS 164.153.56.247

SOURCE PORT 7992

DESTINATION PORT 25565



ANALYSIS BY SOURCE ASN (CONTINUED)

AS10620

CUMULATIVE SIZE: 0.0045 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.036 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY Colombia

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE ADDRESS 186.84.88.150

SOURCE PORT 7302

DESTINATION PORT 25565

AS10796

CUMULATIVE SIZE: 0.081125 Gigabytes

1.769 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Chicago, Ashburn

PROTOCOL TCP

SOURCE ADDRESS

71.67.107.138, 24.208.53.104, 74.138.131.19, 65.31.102.189, 74.137.213.42,

76.188.157.27, 76.35.152.111, 74.133.120.0, 75.86.155.18, 72.128.83.7 + 5

others

SOURCE PORT
49688, 62040, 62624, 62633, 63066, 61775, 54353, 58381, 57131, 53902 + 5

others

DESTINATION PORT 25565



ANALYSIS BY SOURCE ASN (CONTINUED)

AS11191

CUMULATIVE SIZE: 0.00775 Gigabytes

0.196 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Los Angeles

PROTOCOL TCP

SOURCE ADDRESS 216.57.69.113

SOURCE PORT 54993

DESTINATION PORT 25565

AS11272

CUMULATIVE SIZE: 0.0175 Gigabytes

0.393 Million Packets

PEAK SIZE: 0.04 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Chicago

PROTOCOL TCP

SOURCE ADDRESS 173.235.252.233, 136.239.80.29, 67.20.0.250, 173.235.211.67

SOURCE PORT 51673, 54357, 51320, 52759

DESTINATION PORT 25565



ANALYSIS BY SOURCE ASN (CONTINUED)

AS11351

CUMULATIVE SIZE: 0.059125 Gigabytes

1.376 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES New York, Chicago

PROTOCOL TCP

SOURCE ADDRESS
67.246.38.192, 104.229.96.9, 67.248.235.158, 67.246.44.109, 24.25.131.53,

172.100.247.119, 24.194.17.49, 76.38.166.138, 24.198.144.178

SOURCE PORT 51280, 55588, 54277, 57310, 55867, 49461, 64643, 49010, 55597, 59586

DESTINATION PORT 25565

AS1136

CUMULATIVE SIZE: 0.003875 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY Netherlands

MITIGATION SITES Amsterdam

PROTOCOL TCP

SOURCE ADDRESS 37.74.111.129

SOURCE PORT 53849

DESTINATION PORT 25565



ANALYSIS BY SOURCE ASN (CONTINUED)

AS11404

CUMULATIVE SIZE: 0.00775 Gigabytes

0.196 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Seattle, Los Angeles

PROTOCOL TCP

SOURCE ADDRESS 24.113.82.25, 76.14.111.52

SOURCE PORT 61640, 49956

DESTINATION PORT 25565

AS11426

CUMULATIVE SIZE: 0.0475 Gigabytes

0.983 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE COUNTRY United States

MITIGATION SITES Ashburn

PROTOCOL TCP

SOURCE ADDRESS
174.110.251.171, 75.177.208.76, 75.183.242.202, 107.15.171.15,

107.13.119.14, 65.190.4.44, 98.121.125.216, 71.74.24.242

SOURCE PORT 52684, 50132, 57793, 49536, 56488, 52491, 43786, 55497

DESTINATION PORT 25565



ANALYSIS BY SOURCE COUNTRY

Armenia

CUMULATIVE SIZE: 0.007375 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS49800

MITIGATION SITES Amsterdam

PROTOCOL TCP

SOURCE ADDRESS 78.109.72.216

SOURCE PORT 54616

DESTINATION PORT 25565

Argentina

CUMULATIVE SIZE: 0.015875 Gigabytes

0.294 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS7303, AS27833, AS27747

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE ADDRESS 190.17.102.174, 181.197.240.183, 186.22.17.71

SOURCE PORT 53981, 59547, 23131

DESTINATION PORT 25565



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Austria

CUMULATIVE SIZE: 0.01175 Gigabytes

0.294 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS25255, AS51265

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE ADDRESS 178.165.165.165, 41.66.124.160

SOURCE PORT 19634, 10331

DESTINATION PORT 25565

Australia

CUMULATIVE SIZE: 0.040875 Gigabytes

0.884 Million Packets

PEAK SIZE: 0.053 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS4804, AS7545, AS4764, AS136135, AS133612

MITIGATION SITES Sydney

PROTOCOL TCP

SOURCE ADDRESS
114.76.34.53, 60.242.194.30, 121.200.7.91, 124.149.30.197, 115.64.170.161,

103.81.54.25, 120.22.208.58, 124.148.121.190, 159.196.12.190

SOURCE PORT 49833, 50458, 26005, 49355, 62796, 58470, 1996, 52721, 59339

DESTINATION PORT 25565



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Belgium

CUMULATIVE SIZE: 0.003875 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS47377

MITIGATION SITES Amsterdam

PROTOCOL TCP

SOURCE ADDRESS 178.51.225.212

SOURCE PORT 14010

DESTINATION PORT 25565

Switzerland

CUMULATIVE SIZE: 0.14775 Gigabytes

0.196 Million Packets

PEAK SIZE: 1.123 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS3303

MITIGATION SITES Frankfurt

PROTOCOL TCP, UDP

SOURCE ADDRESS 62.202.180.99, 178.193.155.106

SOURCE PORT 59693, 60199

DESTINATION PORT 25565, 80



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Chile

CUMULATIVE SIZE: 0.015625 Gigabytes

0.392 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS7418, AS14117, AS396356

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE ADDRESS 181.163.116.230, 201.186.32.64, 186.79.90.193, 45.250.252.150

SOURCE PORT 51650, 61951, 59583, 52850

DESTINATION PORT 25565

Colombia

CUMULATIVE SIZE: 0.025 Gigabytes

0.491 Million Packets

PEAK SIZE: 0.059 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS14080, AS10620, AS3816, AS266860

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE ADDRESS 190.145.240.193, 186.84.88.150, 161.18.54.99, 45.238.181.110

SOURCE PORT 12103, 7302, 57101, 28719

DESTINATION PORT 25565



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Cuba

CUMULATIVE SIZE: 0.0045 Gigabytes

0.098 Million Packets

PEAK SIZE: 0.036 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS27725

MITIGATION SITES Miami

PROTOCOL TCP

SOURCE ADDRESS 152.206.232.206

SOURCE PORT 24920

DESTINATION PORT 25565

Czechia

CUMULATIVE SIZE: 0.015625 Gigabytes

0.393 Million Packets

PEAK SIZE: 0.031 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS30764, AS16019, AS5610, AS44489

MITIGATION SITES Frankfurt

PROTOCOL TCP

SOURCE ADDRESS 185.5.71.15, 93.99.12.26, 85.71.21.108, 178.255.168.207

SOURCE PORT 49480, 61677, 60750, 32838

DESTINATION PORT 25565



ANALYSIS BY PROTOCOL

UDP

CUMULATIVE SIZE: 0.5615 Gigabytes

0.393 Million Packets

PEAK SIZE: 1.123 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS9829, AS3303, AS7029

SOURCE COUNTRY India, Switzerland, United States

MITIGATION SITES Singapore, Frankfurt, Los Angeles, Atlanta

SOURCE ADDRESS 120.60.93.200, 178.193.155.106, 117.205.238.43, 40.142.145.77

SOURCE PORT 57646, 60199, 51748, 38954

DESTINATION PORT 80

TCP

CUMULATIVE SIZE: 4.3625 Gigabytes

94.273 Million Packets

PEAK SIZE: 0.298 Gigabit / Sec

0.884 Million Packets / Sec

SOURCE AS
AS266860, AS33363, AS4181, AS7922, AS2516, AS7552, AS13999, AS396356,

AS577, AS6400 + 244 others

SOURCE COUNTRY
Colombia, United States, Japan, Viet Nam, Mexico, Chile, Canada, Dominican

Republic, Australia, Spain + 49 others

MITIGATION SITES
Miami, Ashburn, New York, Tokyo, Singapore, Los Angeles, Dallas, Sydney,

Madrid, Warsaw + 11 others

SOURCE ADDRESS

45.238.181.110, 142.196.45.75, 64.35.198.198, 142.197.92.36, 68.83.162.139,

14.13.68.129, 117.5.152.200, 187.246.232.211, 45.250.252.150,

142.117.188.240 + 753 others

SOURCE PORT
28719, 59596, 52691, 53020, 57170, 9498, 15712, 51798, 52850, 49933 + 743

others

DESTINATION PORT 25565



ANALYSIS BY DESTINATION PORT

Destination Port 80

CUMULATIVE SIZE: 0.5615 Gigabytes

0.393 Million Packets

PEAK SIZE: 1.123 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS9829, AS3303, AS7029

SOURCE COUNTRY India, Switzerland, United States

MITIGATION SITES Singapore, Frankfurt, Los Angeles, Atlanta

PROTOCOL UDP

SOURCE ADDRESS 120.60.93.200, 178.193.155.106, 117.205.238.43, 40.142.145.77

SOURCE PORT 57646, 60199, 51748, 38954

Destination Port 25565

CUMULATIVE SIZE: 4.3625 Gigabytes

94.273 Million Packets

PEAK SIZE: 0.298 Gigabit / Sec

0.884 Million Packets / Sec

SOURCE AS
AS266860, AS33363, AS4181, AS7922, AS2516, AS7552, AS13999, AS577,

AS396356, AS6400 + 244 others

SOURCE COUNTRY
Colombia, United States, Japan, Viet Nam, Mexico, Canada, Chile, Dominican

Republic, Australia, Spain + 49 others

MITIGATION SITES
Miami, Ashburn, New York, Tokyo, Singapore, Los Angeles, Dallas, Sydney,

Madrid, Warsaw + 11 others

PROTOCOL TCP

SOURCE ADDRESS

45.238.181.110, 142.196.45.75, 64.35.198.198, 142.197.92.36, 68.83.162.139,

14.13.68.129, 117.5.152.200, 187.246.232.211, 142.117.188.240,

45.250.252.150 + 753 others

SOURCE PORT
28719, 59596, 52691, 53020, 57170, 9498, 15712, 51798, 49933, 52850 + 743

others


