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Weekly Report Overview

Quarter: Q3 2024 Cumulative Size over Period:

Quarter Starting: 1st July 2024

Quarter Ending: 30th September 2024 Highest Attack Peak over Period:

Single Attacks Started: 3

Carpet Attacks Started: 0

UNDERSTANDING THIS REPORT

0.058 Gigabytes

1.178 Million Packets

0.053 Gigabit / Sec

0.098 Million Packets / Sec

The metrics collected in this report are collected when our mitigation and monitoring systems detect an

attack. We collect metrics using standard sampled flow methodology, and as such metrics are

representative of data collected during sampling, which means that the information present in this report is

best effort and you cannot expect a 1:1 overview for every packet that transits through our network.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances, and as

such legitimate traffic will be mixed in with the illegitimate traffic.

This report contains the most significant information collected during our attack monitoring. As such, only

the top five values for each section will be shown as anything outside of this has minimal significance. A

further ten values are also named to give an understanding.

SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

75% 74.8% 25% 25%

Mpps Gbps Mpps Gbps

Paris Madrid



AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

33.3% 31.5% 25% 24.8% 16.6% 18.1% 16.6% 18.1% 83% 6.7%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps
AS5410 AS12322 AS51207 AS6739 AS12479

PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

100% 100%

Mpps Gbps
TCP



DESTINATION ADDRESS BREAKDOWN

The destination addresses that monitored traffic was destined for.

58.4% 61.6% 25% 25% 16.6% 13.4%

Mpps Gbps Mpps Gbps Mpps Gbps

91.197.6.51 91.197.6.215 91.197.6.47

DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

25% 25% 25% 29.7% 16.6% 18.1% 16.6% 13.4% 83% 6.7% 85% 7.1%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

25605 25704 25685 25665 25622 Other

*The other destination ports which have individually had less traffic than the top 5 consist of: 25638



ANALYSIS BY APPLIANCE REGION

Madrid

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Paris

0.0145 Gigabytes
0.294 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS12479, AS6739

Spain

TCP

37.15.120.227, 62.57.196.67
54321, 52463

25605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

0.043375 Gigabytes
0.883 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS51207, AS12322, AS5410
France

TCP

78.243.24.170, 37.167.86.241, 91.170.223.154, 176.179.144.113,
176.146.182.188, 91.166.77.231, 212.194.187.57

SOURCE ADDRESS

SOURCE PORT 64058, 1538, 49278, 4499, 6782, 22212, 62485

DESTINATION PORT 25704, 25622, 25685, 25638, 25665



ANALYSIS BY SOURCE ASN

AS12479

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS51207

0.003875 Gigabytes
0.098 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

Spain

Madrid

TCP
37.15.120.227
54321

25605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.0105 Gigabytes
0.196 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

France
Paris

TCP

78.243.24.170, 37.167.86.241

64058, 1538

25704, 25622



ANALYSIS BY SOURCE ASN (CONTINUED)

AS6739

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS12322

0.0105 Gigabytes
0.196 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

Spain

Madrid

TCP
62.57.196.67
52463

25605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS5410

0.014375 Gigabytes
0.294 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

France
Paris

TCP

91.170.223.154, 91.166.77.231

49278, 22212

25704, 25638

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

0.01825 Gigabytes
0.392 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

France

Paris



PROTOCOL TCP
SOURCE ADDRESS 176.179.144.113, 176.146.182.188, 212.194.187.57
SOURCE PORT 4499, 6782, 62485

DESTINATION PORT 25685, 25665



ANALYSIS BY SOURCE COUNTRY

Spain

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

France

0.0145 Gigabytes
0.294 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS12479, AS6739

Madrid

TCP

37.15.120.227, 62.57.196.67
54321, 52463

25605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

0.043375 Gigabytes
0.883 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS51207, AS12322, AS5410
Paris

TCP

78.243.24.170, 37.167.86.241, 91.170.223.154, 176.179.144.113,
176.146.182.188, 91.166.77.231, 212.194.187.57

SOURCE ADDRESS

SOURCE PORT 64058, 1538, 49278, 4499, 6782, 22212, 62485

DESTINATION PORT 25704, 25622, 25685, 25638, 25665



ANALYSIS BY PROTOCOL

TCP
CUMULATIVE SIZE: 0.058 Gigabytes
1.178 Million Packets
PEAK SIZE: 0.053 Gigabit / Sec
0.098 Million Packets / Sec
SOURCE AS AS12479, AS51207, AS6739, AS12322, AS5410

SOURCE COUNTRY Spain, France
MITIGATION SITES Madrid, Paris

37.15.120.227, 78.243.24.170, 62.57.196.67, 37.167.86.241, 91.170.223.154,
176.179.144.113, 176.146.182.188, 91.166.77.231, 212.194.187.57

SOURCE ADDRESS

SOURCE PORT 54321, 64058, 52463, 1538, 49278, 4499, 6782, 22212, 62485

DESTINATION PORT 25605, 25704, 25622, 25685, 25638, 25665



ANALYSIS BY DESTINATION PORT

Destination Port 25605

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.0145 Gigabytes

0.294 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS12479, AS6739
Spain
Madrid

TCP

37.15.120.227, 62.57.196.67

54321, 52463

Destination Port 25622

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.003875 Gigabytes

0.098 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

AS51207
France

Paris

TCP
37.167.86.241

1538



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 25638

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.003875 Gigabytes
0.098 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

AS12322
France

Paris

TCP
91.166.77.231

22212

Destination Port 25685

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.0105 Gigabytes

0.196 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS5410
France

Paris

TCP

176.179.144.113, 176.146.182.188

4499, 6782



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 25665

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.00775 Gigabytes

0.196 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

AS5410

France

Paris

TCP
212.194.187.57

62485

Destination Port 25704

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.01725 Gigabytes

0.294 Million Packets

0.053 Gigabit / Sec
0.098 Million Packets / Sec

AS51207, AS12322
France

Paris

TCP

78.243.24.170, 91.170.223.154

64058, 49278



