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Weekly Report Overview

Week: Week 31 2024 Cumulative Size over Period: 0.518875 Gigabytes

Week Starting: 5th August 2024 0.687 Million Packets

Week Ending: 11th August 2024 Highest Attack Peak over Period:  1.179 Gigabit / Sec

Single Attacks Started: 2 0.098 Million Packets / Sec

Carpet Attacks Started: 0

UNDERSTANDING THIS REPORT

The metrics collected in this report are collected when our mitigation and monitoring systems detect an
attack. We collect metrics using standard sampled flow methodology, and as such metrics are
representative of data collected during sampling, which means that the information present in this report is

best effort and you cannot expect a 1:1 overview for every packet that transits through our network.

Metrics shown in this report correlate to the traffic that transits through our mitigation appliances, and as

such legitimate traffic will be mixed in with the illegitimate traffic.

This report contains the most significant information collected during our attack monitoring. As such, only
the top five values for each section will be shown as anything outside of this has minimal significance. A

further ten values are also named to give an understanding.

SCRUBBING SITE BREAKDOWN

The locations that the monitored traffic was scrubbed at.

571% 55.8% 14.3% 1% 14.3% 28.4% 14.3% 14.7%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

Tokyo Seattle Frankfurt London



AS BREAKDOWN

The ASN's that monitored traffic appears to have originated from.

28.5% 26.7% 14.3% 28.4% 14.3% 28.4% 14.3% 1% 14.3% 0.7% 14.3% 14.8%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

AS1299 AS24940 AS56046 AS13414 AS132825 Other

*The other AS which have individually had less traffic than the top 5 consist of: AS139341

PROTOCOL BREAKDOWN

The protocol composition of the monitored traffic.

85.6% 85.3% 14.3% 14.7%

Mpps Gbps Mpps Gbps
TCP UDP



DESTINATION ADDRESS BREAKDOWN

The destination addresses that monitored traffic was destined for.

57.2% 42.2% 42.8% 57.8%

Mpps Gbps Mpps Gbps

103.168.155.82 103.168.155.103

DESTINATION PORT BREAKDOWN

The destination ports that the monitored traffic was intended for.

143% 1% 14.3% 1% 14.3% 28.4% 14.3% 28.4% 14.3% 0.7% 28.5% 40.5%

Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps Mpps Gbps

33875 11409 1502 28523 32829 Other

*The other destination ports which have individually had less traffic than the top 5 consist of: 40885, 52177



ANALYSIS BY APPLIANCE REGION

Seattle

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Frankfurt

0.005 Gigabytes
0.098 Million Packets

0.04 Gigabit / Sec
0.098 Million Packets / Sec

AS13414
United States
TCP
104.244.42.66
443

11409

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS24940
Finland

TCP
37.27.131.40
443

28523



ANALYSIS BY APPLIANCE REGION (CONTINUED)

Tokyo
CUMULATIVE SIZE: 0.28975 Gigabytes
0.392 Million Packets
PEAK SIZE: 1.179 Gigabit / Sec
0.098 Million Packets / Sec
SOURCE AS AS56046, AS1299, AS132825

SOURCE COUNTRY China, Japan

PROTOCOL TCP
SOURCE ADDRESS 223.113.53.143, 202.163.7.226, 154.93.24.4
SOURCE PORT 27348, 23766, 29230

DESTINATION PORT 1502, 33875, 40885, 32829



ANALYSIS BY APPLIANCE REGION (CONTINUED)

London
CUMULATIVE SIZE: 0.076375 Gigabytes

0.098 Million Packets
PEAK SIZE: 0.611 Gigabit / Sec

0.098 Million Packets / Sec
SOURCE AS AS139341
SOURCE COUNTRY United Kingdom
PROTOCOL UDP
SOURCE ADDRESS 43.132.64.114
SOURCE PORT 16285

DESTINATION PORT 52177



ANALYSIS BY SOURCE ASN

AS24940

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS56046

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

Finland
Frankfurt
TCP
37.27.131.40
443

28523

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

China

Tokyo

TCP
223.113.53.143
27348

1502



ANALYSIS BY SOURCE ASN (CONTINUED)

AS13414

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS1299

0.005 Gigabytes
0.098 Million Packets

0.04 Gigabit / Sec
0.098 Million Packets / Sec

United States
Seattle

TCP
104.244.42.66
443

11409

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.1385 Gigabytes
0.196 Million Packets

1.067 Gigabit / Sec
0.098 Million Packets / Sec

Japan

Tokyo

TCP
202.163.7.226
23766

33875, 40885



ANALYSIS BY SOURCE ASN (CONTINUED)

AS132825

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

AS139341

0.003875 Gigabytes
0.098 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

Japan
Tokyo

TCP
154.93.24.4
29230

32829

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.076375 Gigabytes
0.098 Million Packets

0.611 Gigabit / Sec
0.098 Million Packets / Sec

United Kingdom
London

UDP
43.132.64.114
16285

52177



ANALYSIS BY SOURCE COUNTRY

China

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

Finland

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS56046

Tokyo

TCP
223.113.53.143
27348

1502

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS24940
Frankfurt
TCP
37.27.131.40
443

28523



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

United States

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
MITIGATION SITES
PROTOCOL
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

United Kingdom

0.005 Gigabytes
0.098 Million Packets

0.04 Gigabit / Sec
0.098 Million Packets / Sec

AS13414
Seattle

TCP
104.244.42.66
443

11409

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.076375 Gigabytes
0.098 Million Packets

0.611 Gigabit / Sec
0.098 Million Packets / Sec

AS139341
London

UDP
43.132.64.114
16285

52177



ANALYSIS BY SOURCE COUNTRY (CONTINUED)

Japan

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.142375 Gigabytes
0.294 Million Packets

1.067 Gigabit / Sec
0.098 Million Packets / Sec

AS1299, AS132825

Tokyo

TCP

202.163.7.226, 154.93.24.4
23766, 29230

33875, 40885, 32829



ANALYSIS BY PROTOCOL

UDP

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS
SOURCE COUNTRY
MITIGATION SITES
SOURCE ADDRESS
SOURCE PORT

DESTINATION PORT

TCP

0.076375 Gigabytes
0.098 Million Packets

0.611 Gigabit / Sec
0.098 Million Packets / Sec

AS139341
United Kingdom
London
43.132.64.114
16285

52177

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

SOURCE ADDRESS

SOURCE PORT

DESTINATION PORT

0.442375 Gigabytes
0.588 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS1299, AS132825, AS56046, AS24940, AS13414

Japan, China, Finland, United States

Tokyo, Frankfurt, Seattle

202.163.7.226, 154.93.24.4, 223.113.53.143, 37.27.131.40, 104.244.42.66

23766, 29230, 27348, 443

33875, 40885, 32829, 1502, 28523, 11409



ANALYSIS BY DESTINATION PORT

Destination Port 33875

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.005 Gigabytes
0.098 Million Packets

0.04 Gigabit / Sec
0.098 Million Packets / Sec

AS1299
Japan

Tokyo

TCP
202.163.7.226

23766

Destination Port 11409

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.005 Gigabytes

0.098 Million Packets

0.04 Gigabit / Sec
0.098 Million Packets / Sec

AS13414
United States
Seattle

TCP
104.244.42.66

443



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 1502

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS56046

China

Tokyo

TCP
223.113.53.143

27348

Destination Port 28523

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.147375 Gigabytes
0.098 Million Packets

1.179 Gigabit / Sec
0.098 Million Packets / Sec

AS24940
Finland
Frankfurt
TCP
37.27.131.40

443



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 32829

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.003875 Gigabytes
0.098 Million Packets

0.031 Gigabit / Sec
0.098 Million Packets / Sec

AS132825
Japan
Tokyo

TCP
154.93.24.4

29230

Destination Port 40885

CUMULATIVE SIZE:

PEAK SIZE:

SOURCE AS

SOURCE COUNTRY

MITIGATION SITES

PROTOCOL

SOURCE ADDRESS

SOURCE PORT

0.133375 Gigabytes
0.098 Million Packets

1.067 Gigabit / Sec
0.098 Million Packets / Sec

AS1299
Japan

Tokyo

TCP
202.163.7.226

23766



ANALYSIS BY DESTINATION PORT (CONTINUED)

Destination Port 52177

CUMULATIVE SIZE: 0.076375 Gigabytes
0.098 Million Packets

PEAK SIZE: 0.611 Gigabit / Sec

0.098 Million Packets / Sec

SOURCE AS AS139341
SOURCE COUNTRY United Kingdom
MITIGATION SITES London
PROTOCOL UDP

SOURCE ADDRESS 43.132.64.114

SOURCE PORT 16285



